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11   II nn tt rr oodduu cctt iioonn   

The I ntel® 64 and I A-32 architectures m ay accelerate the address- t ranslat ion process by 

caching on the processor data from  the st ructures in m em ory that  cont rol that  process.  

Because the processor does not  ensure that  the data that  it  caches are always consistent  

with the st ructures in memory, it  is important  for software developers to understand how 

and when the processor may cache such data.  They should also understand what  act ions 

software can take to rem ove cached data that  may be inconsistent  and when it  should do 

so.  The purpose of this applicat ion note is to provide software developers informat ion about  

the relevant  processor operat ion.  This applicat ion note does not  com prehend task switches 

and VMX t ransit ions. 

Sect ion  2 gives an overview of the address- t ranslat ion process, focusing on one m ode of 

address t ranslat ion called I A-32 mode.  Sect ion  3 and Sect ion  4 describe how the processor 

may cache informat ion in t ranslat ion lookaside buffers (TLBs)  and paging-st ructure caches.  

Sect ion  5 explains how software can remove inconsistent  cached informat ion by invalidat ing 

parts of the TLBs and paging-st ructure caches.  Sect ion  6 and Sect ion  7 describe extensions 

to the address- t ranslat ion process that  support  large pages and global pages.  Sect ion  8 

considers other modes of address t ranslat ion.  Sect ion  9 describes special considerat ions for 

mult iprocessor systems.  Sect ion  10 discusses an alternat ive behavior for I NVLPG that  m ay 

be im plem ented in the future. 
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22   AAddddrr ee ssss  TTrr aa nn ssllaa tt iioonn   

(( PPaa ggiinn gg))   

Processors support ing the I ntel® 64 and I A-32 architectures t ranslate linear addresses, 

generated by software, into physical addresses,  which are used to access m em ory.  The 

t ranslat ion process is called paging .   A logical processor uses paging if and only if PG 

(bit  31)  is 1 in cont rol register CR0. 

Processors apply paging to all memory accesses that  use linear addresses;  this includes 

inst ruct ion fetches and ordinary data accesses.  Paging also applies to prefetches and to 

memory accesses that  are a result  of speculat ive execut ion that  would never actually occur 

in the executed code path;  such accesses will not , however, cause page faults. 

Details of the paging process depend on the paging m ode  of the processor as determ ined 

by the contents of various cont rol registers.  The different  paging modes defined by the 

I ntel® 64 and I A-32 architectures are ident ified in Sect ion  2.1.  Paging in one of these 

modes, I A-32e mode, is detailed in Sect ion  2.2.  Sect ion  3 through Sect ion  7 give details of 

the paging process by describing how those details apply to I A-32e mode.  Sect ion  8 

describes the differences in behavior in other paging m odes. 

2 .1  Paging Modes 

The I ntel® 64 and I A-32 architectures define three principal paging modes.  The paging 

mode of a logical processor is determ ined by the set t ing of certain bits in certain cont rol 

registers as follows:  

• I f PAE (bit  5)  is 0 in cont rol register CR4, paging t ranslates from  32-bit  linear addresses 

to 32-bit  physical addresses.  (This m ode can t ranslate to 36-bit  physical addresses, but  
only for large pages.)   This mode is described in more detail in Sect ion  8.2. 

• I f CR4.PAE =  1 and LMA (bit  10)  is 0 in the I A32_EFER MSR, paging t ranslates from  

32-bit  linear addresses to 36-bit  physical addresses.  This mode is described in more 

detail in Sect ion  8.1. 

• I f I A32_EFER.LMA =  1, paging t ranslates from  48-bit  linear addresses to 52-bit  physical 

addresses.1  This mode is called I A- 3 2 e m ode .  I A-32e mode is available only on 

processors that  support  the I ntel® 64 architecture. 

(The processor ensures that  it  is never the case that  CR4.PAE =  0 and I A32_EFER.LMA =  1.)  

The operat ion of these paging modes may be further refined, depending on whether large 

pages or global pages are enabled.  These refinements are discussed in Sect ion  6 and 

Sect ion  7, respect ively. 

                                          
1 Processor implementat ions m ay lim it  the size of the physical addresses to less than 52 bits.  The physical-address 

width supported is enumerated using CPUI D. 
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2 .2  Paging in I A- 3 2 e Mode 

I n I A-32e mode, bits 47: 12 of a 64-bit  linear address is the 4-KByte page num ber  of the 

linear address.  ( I A-32e mode requires that  each of bits 63: 48 of every linear address equal 

the value of bit  47.)   (For simplicity, this sect ion assumes that  all pages are 4 KBytes in 
size.  Sect ion  6 discusses support  for larger pages.)   The processor uses the page number 

to determ ine the physical address of the 4-KByte page fram e  that  the linear address 

accesses;  bits 11: 0 of the linear address determ ine the offset  of the access within the page 

fram e. 

Paging is cont rolled by a hierarchical set  of paging structures that  reside in memory.2  All 

paging st ructures are 4-KBytes in size (see Sect ion  8.1 for one except ion) .  Cont rol register 

CR3 contains the 52-bit  physical address of the root  of the paging-st ructure hierarchy.  The 

m echanism  by which the paging st ructures t ranslate a linear address to a physical address 

in I A-32e mode is illust rated in the following diagram and succeeding items. 

 

Figure 1 . Address Translat ion for  Paging Structures 

 

 

 

                                          
2 These st ructures m ay exist  in m em ory or in the data-cache hierarchy.  For sim plicity , the rem ainder of this 

docum ent  refers only to m em ory even though the st ructures m ay be in a data cache. 
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• All paging st ructures comprise 512 8-byte (64-bit )  ent r ies. 

• CR3 contains the physical address of the PML4  table .   An ent ry in the PML4 table is 

selected by bits 47: 39 of the linear address.  This PML4 ent ry is used for all linear 

addresses in the 512-GByte region of linear addresses with the same value in 

bits 47: 39.  

• The selected PML4 ent ry contains the physical address of a page-directory-pointer table.  

A page-directory-pointer table ent ry (PDP)  is selected by bits 38: 30 of the linear 

address.  This PDP is used for all linear addresses in the 1-GByte region of linear 

addresses with the same value in bits 47: 30. 

• The selected PDP contains the physical address of a page directory.  A page-directory 

ent ry (PDE)  is selected by bits 29: 21 of the linear address.  This PDE is used for all 

linear addresses in the 2-MByte region of linear addresses with the same value in 

bits 47: 21. 

• The selected PDE contains the physical address of a page table.  A page- table ent ry 

(PTE)  is selected by bits 20: 12 of the linear address.  This PTE is used for all linear 

addresses in the 4-KByte region of linear addresses with the sam e value in bits 47: 12. 

• The selected PTE contains the physical address of the page frame referenced by the 

linear address.  The offset  of the access within the page frame is the value of bits 11: 0 

of the linear address. 

I n addit ion to a physical address, each ent ry in a paging st ructure contains bits that  cont rol 

the t ranslat ion process and how linear addresses may be used.  These bits include the 

following:  

• Present  (bit  0) .  I f this bit  is 0 in any paging-st ructure ent ry used to t ranslate a linear 

address, address t ranslat ion stops and a page fault  is generated.  The physical address 

in the paging-st ructure ent ry is not  used to access another paging st ructure. 

• Read/ w rite  (bit  1) .  A linear address may be used by user software (CPL =  3)  to write 

to memory only if this bit  is 1 in all paging-st ructure ent r ies (PML4, PDP, etc.)  used to 

t ranslate the linear address to a physical address.  I f the bit  is 0 in any of those ent r ies, 

an at tem pt  by user software to write to m emory using the linear address causes a page 

fault .3 

• User/ supervisor  (bit  2) .  A linear address may be used by user software to access 

memory only if this bit  is 1 in all paging-st ructure ent r ies used to t ranslate the linear 

address to a physical address.  I f the bit  is 0 in any of those ent r ies, an at tem pt  by user 

software to access m em ory using the linear address causes a page fault . 

• Accessed  (bit  5) .  When a linear address is used to access memory, the processor sets 

this bit  to 1 in all paging-st ructure ent r ies used to t ranslate the linear address to a 

physical address. 

• Dirty  (bit  6) .  When a linear address is used to write to m em ory, the processor sets this 

bit  to 1 in the PTE used to t ranslate the linear address to a physical address.  This bit  is 

not  used in the ent r ies of paging st ructures other than page tables;  the processor 

ignores it .   (See Sect ion  6 for the case of large pages.)  

• Reserved bits.4  I f any of these bits are 1 in any paging-st ructure ent ry used to 

t ranslate a linear address, address t ranslat ion stops and a page fault  is generated.  The 

physical address in the paging-st ructure ent ry is not  used to access another paging 

st ructure. 

                                          
3 I f WP (bit  16)  is 1 in CR0, such writes cause page faults regardless of CPL. 
4 The ident ity of reserved bits is different  for different  paging st ructures and in different  paging m odes.  A com plete 

ident ificat ion of reserved bits is beyond the scope of this docum ent . 
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• Execute- disable  (bit  63) .  A linear address may be used to fetch inst ruct ions from 

memory only if this bit  is 0 in all paging-st ructure ent r ies used to t ranslate the linear 

address to a physical address.  I f the bit  is 1 in any of those ent r ies, an at tem pt  to fetch 

inst ruct ions from  memory using the linear address causes a page fault .5 

(Prefetches and m em ory accesses that  are a result  of speculat ive execut ion do not  cause 

page faults.  I f such an access encounters one of the fault ing condit ions ident ified above, it  

is aborted.)  

See Chapter “Protected-Mode Memory Management”  of the I ntel®  64 and I A-32 

Architectures Software Developer’s Manual, Volume 3A:  System  Programming Guide,  for 

m ore details of the paging process. 

                                          
5 I f NXE (bit  11)  in the I A32_EFER MSR is 0, the execute-disable bit  is considered reserved and m ust  be 0 in all 

paging-st ructure ent r ies. 
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33   TTrr aa nn ssllaa tt iioonn   LLooookk aa ssiiddee   

BBuu ff ffee rr ss  (( TTLLBBss))   

Sect ion  2.2 described how paging t ranslates linear page num bers to physical page fram es.  

The processor may accelerate the paging process by caching individual t ranslat ions from  

page num bers to page fram es in t ranslat ion lookaside buffers (TLBs) .6 

Each ent ry in a TLB is an individual t ranslat ion .   Each t ranslat ion is referenced by the page 

num ber of a linear address.  I t  contains the following informat ion from the paging-st ructure 

ent r ies used to t ranslate linear addresses with the page number:  

• Page fram e.  This physical address in the PTE used to t ranslate the page number. 

• Read/ write.  The logical-AND of the read/ write bits in all paging-st ructure ent r ies used to 

t ranslate the page number. 

• User/ supervisor.  The logical-AND of the user/ supervisor bits in all paging-st ructure 

ent r ies used to t ranslate the page num ber. 

• Dirty.  An indicat ion of whether the dir ty bit  is 1 in the PTE used to t ranslate the page 

num ber. 

• Execute-disable.  The logical-OR of the execute-disable bits in all paging-st ructure 

ent r ies used to t ranslate the page num ber. 

(TLB ent r ies may contain other informat ion as well.   A processor may implement  mult iple 

TLBs, and some of these may be for special purposes, e.g., only for inst ruct ion fetches.  

Such special-purpose TLBs m ay not  contain all this informat ion if it  is not  necessary.  For 

exam ple, a TLB used only for inst ruct ion fetches need not  contain inform at ion about  the 

read/ write and dir ty bits.)  

I f the page number of a linear address corresponds to a TLB ent ry, the processor may use 

that  TLB ent ry to determ ine the corresponding page fram e and the bits used to cont rol 

accesses with that  linear address.  I n this case, the processor m ay not  actually consult  the 

paging st ructures in mem ory. 

As suggested in Sect ion  2.2, the processor does not  cache a t ranslat ion for a page number 

unless the present  bits are 1 and the reserved bits are 0 in all paging-st ructure ent r ies used 

to t ranslate that  page num ber.  I n addit ion, the processor does not  cache a t ranslat ion for a 

page num ber unless the accessed bits are 1 in all the paging-st ructure ent r ies used during 

t ranslat ion;   before caching a t ranslat ion, the processor will set  any accessed bits that  are 

not  already 1. 

The processor may cache a TLB ent ry at  the t im e it  t ranslates a page number to a page 

frame, and the informat ion cached in the TLB ent ry is determ ined at  that  t ime.  I f software 

m odifies the relevant  paging-st ructure ent r ies after this t ranslat ion, the TLB ent ry m ay not  

reflect  the contents of the paging-st ructure ent r ies. 

The processor may cache t ranslat ions required for prefetches and for m em ory accesses that  

are a result  of speculat ive execut ion that  would never actually occur in the executed code 

path. 

                                          
6 This document  uses the term  TLB to refer  to arrays that  m ay cache m ult iple t ranslat ions.  An indiv idual 

t ranslat ion in an array is called a TLB entry . 
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Processors need not  implement  any TLBs.  Processors that  do implem ent  TLBs may 

invalidate any TLB ent ry at  any t ime.  Software should not  rely on the existence of TLBs or 

on the retent ion of TLB ent r ies. 
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44   PPaa ggiinn gg-- SStt rr uu cctt uu rr ee   CCaa cchh ee ss  

I n addit ion to the TLBs, a processor m ay cache other inform at ion about  the paging 

st ructures in memory. 

4 .1  Caches for  Paging Structures 

A processor may support  any or of all the following paging-st ructure caches:  

• PML4  cache .   Each PML4-cache ent ry is referenced by a 9-bit  value and is used for 

linear addresses for which bits 47: 39 have that  value.  The ent ry contains inform at ion 

from  the PML4 ent ry used to t ranslate such linear addresses:  

o Page-directory-pointer table address.  The physical address from  the PML4 ent ry. 

o Read/ write.  The value of the read/ write bit  of the PML4 ent ry. 

o User/ supervisor.  The value of the user/ supervisor bit  of the PML4 ent ry. 

o Execute-disable.  The value of the execute-disable bit  of the PML4 ent ry. 

The following items detail how a processor m ay use the PML4 cache:  

o I f a PML4-cache ent ry is used for a linear address, the processor m ay use that  ent ry 

to locate the t ranslat ion’s page-directory-pointer table and the bits used to cont rol 

accesses with that  linear address.  The processor m ight  not  use the PML4 ent ry in 

mem ory. 

o The processor does not  create a PML4-cache ent ry unless the present  bit  is 1 in the 

PML4 ent ry in m em ory. 

o The processor does not  create a PML4-cache ent ry unless the accessed bit  is 1 in the 

PML4 ent ry in m em ory;  before caching a t ranslat ion, the processor will set  the 

accessed bit  if it  is not  already 1. 

o The processor may create a PML4-cache ent ry even if there are no t ranslat ions for 

any linear address that  m ight  use that  ent ry (e.g., because all ent r ies in the 

referenced page-directory-pointer table are marked “not  present ” ) . 

o The processor may create a PML4-cache ent ry at  the t im e of t ranslat ion, and the 

informat ion in the ent ry is determ ined at  that  t ime.  The ent ry may not  reflect  any 

subsequent  m odificat ions to the PML4 ent ry in memory. 

• PDP cache .   Each PDP-cache ent ry is referenced by an 18-bit  value and is used for 

linear addresses for which bits 47: 30 have that  value.  The ent ry contains inform at ion 

from  the PML4 ent ry and PDP used to t ranslate such linear addresses:  

o Page-directory address.  The physical address from  the PDP. 

o Read/ write.  The logical-AND of the read/ write bits in the PML4 ent ry and PDP. 

o User/ supervisor.  The logical-AND of the user/ supervisor bits in the PML4 and PDP. 

o Execute-disable.  The logical-OR of the execute-disable bits in the PML4 ent ry and 

PDP. 

The following items detail how a processor m ay use the PDP cache:  

o I f a PDP-cache ent ry is used for a linear address, the processor may use that  ent ry 

to locate the t ranslat ion’s page directory and the bits used to cont rol accesses with 

that  linear address.  The processor m ight  not  use the PML4 ent ry or PDP in memory. 

o The processor does not  create a PDP-cache ent ry unless the present  bits are 1 in the 

PML4 ent ry and PDP in m em ory. 
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o The processor does not  create a PDP-cache ent ry unless the accessed bits are 1 in 

the PML4 ent ry and PDP in m em ory;  before caching a t ranslat ion, the processor will 

set  any accessed bits that  are not  already 1. 

o The processor may create a PDP-cache ent ry even if there are no t ranslat ions for any 

linear address that  m ight  use that  ent ry (e.g., because all ent r ies in the referenced 

page directory are m arked “not  present ” ) . 

o The processor may create a PDP-cache ent ry at  the t im e of t ranslat ion, and the 

informat ion in the ent ry is determ ined at  that  t ime.  The ent ry may not  reflect  any 

subsequent  m odificat ions to the PML4 ent ry and PDP in memory. 

• PDE cache .   Each PDE-cache ent ry is referenced by a 27-bit  value and is used for linear 

addresses for which bits 47: 21 have that  value.  The ent ry contains informat ion from the 

PML4 ent ry, PDP, and PDE used to t ranslate such linear addresses:  

o Page- table address.  The physical address from the PDE. 

o Read/ write.  The logical-AND of the read/ write bits in the PML4 ent ry, PDP, and PDE. 

o User/ supervisor.  The logical-AND of the user/ supervisor bits in the PML4 ent ry, PDP, 

and PDE. 

o Execute-disable.  The logical-OR of the execute-disable bits in the PML4 ent ry, PDP, 

and PDE. 

The following items detail how a processor m ay use the PDE cache:  

o I f a PDE-cache ent ry is used for a linear address, the processor may use that  ent ry 

to locate the t ranslat ion’s page table and the bits used to cont rol accesses with that  

linear address.  The processor m ight  not  use the PML4 ent ry, PDP, and PDE in 

mem ory. 

o The processor does not  create a PDE-cache ent ry unless the present  bits are 1 in the 

PML4 ent ry, PDP, and PDE in m em ory. 

o The processor does not  create a PDE-cache ent ry unless the accessed bits are 1 in 

the PML4 ent ry, PDP, and PDE in memory;  before caching a t ranslat ion, the 

processor will set  any accessed bits that  are not  already 1. 

o The processor may create a PDE-cache ent ry even if there are no t ranslat ions for any 

linear address that  m ight  use that  ent ry (e.g., because all ent r ies in the referenced 

page table are marked “not  present ” ) . 

o The processor may create a PDE-cache ent ry at  the t im e of t ranslat ion, and the 

informat ion in the ent ry is determ ined at  that  t ime.  The ent ry may not  reflect  any 

subsequent  m odificat ions to the PML4 ent ry, PDP, and PDE in memory. 

Note that  informat ion from a paging-st ructure ent ry may be included in ent r ies in the 

paging-st ructure caches for other paging-st ructure ent r ies referenced by the original ent ry.  

For example, if the read/ write bit  is 0 in a PML4 ent ry, then the read/ write bit  will be 0 in 

any PDP-cache ent ry for a PDP from the PDP table referenced by that  PML4 ent ry.  This is 

because the read/ write bit  of each such PDP-cache ent ry is the logical-AND of the read/ write 

bits in the appropriate PML4 ent ry and PDP, and the form er is 0 by assum pt ion. 

A processor m ay or m ay not  implem ent  any of the paging-st ructure caches.  Software 

should rely on neither their presence nor their absence.  The processor may invalidate 

ent r ies in these caches at  any t ime.  Because the processor may create the cache ent r ies at  

the t im e of t ranslat ion and not  update them following subsequent  m odificat ions to the 

paging st ructures in mem ory, software should take care to invalidate the cache ent r ies 

appropriately when causing such modificat ions.  The invalidat ion of TLBs and the paging-

st ructure caches is described in Sect ion  5. 
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4 .2  Using the Paging- Structure Caches 

to Translate Linear Addresses 

When a linear address is accessed, the processor uses a procedure like the following to 

determ ine the physical address to which it  t ranslates and whether the access should be 

allowed (see below for cases in which a modified procedure would be used) :  

• I f the processor finds a TLB ent ry for the page number (bits 47: 12)  of the linear 

address, it  may use the page frame in that  ent ry to determ ine the physical address and 

can use the bits ( read/ write, user/ supervisor, and execute-disable)  to determ ine 

whether the access should be allowed.7 

• I f the processor does not  find a TLB ent ry, it  may use bits 47: 21 of the linear address to 

select  an ent ry from  the PDE cache.  I t  can then use the physical address in that  ent ry 

to com plete the t ranslat ion process ( locat ing a PTE) , ident ifying the page fram e for the 

linear address and determ ining whether the access should be allowed based on the 

combinat ion of the bits stored in the PDE-cache ent ry with those result ing from  the 

t ranslat ion process. 

• I f the processor does not  find a TLB ent ry or a PDE-cache ent ry, it  m ay use bits 47: 30 of 

the linear address to select  an ent ry from  the PDP cache.  I t  can then use the physical 

address in that  ent ry to com plete the t ranslat ion process ( locat ing a PDE and a PTE) , 

ident ifying the page frame for the linear address and determ ining whether the access 

should be allowed based on the combinat ion of the bits stored in the PDP-cache ent ry 

with those result ing from the t ranslat ion process. 

• I f the processor does not  find a TLB ent ry, a PDE-cache ent ry, or a PDP-cache ent ry, it  

may use bits 47: 39 of the linear address to select  an ent ry from  the PML4 cache.  I t  can 

then use the physical address in that  ent ry to com plete the t ranslat ion process ( locat ing 

a PDP, a PDE, and a PTE) , ident ifying the page frame for the linear address and 

determ ining whether the access should be allowed based on the combinat ion of the bits 

stored in the PML4-cache ent ry with those result ing from the t ranslat ion process. 

(Any of the above steps would be skipped if the processor does not  support  the cache in 

quest ion.)  

I f the processor does not  find a TLB ent ry, a PDE-cache ent ry, a PDP-cache ent ry, or a PML4 

ent ry for the linear address, it  uses bits 47: 12 of the linear address to t raverse the ent ire 

paging-st ructure hierarchy, start ing with the PML4 table referenced by the physical address 
in CR3, as described in Sect ion  2.2. 

                                          
7 I f the processor supports special-purpose TLBs, it  m ay only use the TLBs relevant  to the current  m em ory access.  

For exam ple, a processor would not  use an inst ruct ion TLB for an ordinary data access. 
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The first  row of Table 1 recapitulates which bits of a linear address are used to access 

ent r ies in each of the paging-st ructure caches.  The second and third rows apply to the 
other paging modes discussed in Sect ion  8. 

Table 1 . Bits of Linear Address Used to I ndex the Paging Structure Caches 

Paging Mode PML4  PDP PDE PTE*  

I A32_EFER.LMA =  1 47: 39 47: 30 47: 21 47: 12 

I A32_EFER.LMA =  0 and CR0.PAE =  1 
(see Sect ion  8.1)  

N/ A 31: 30† 31: 21 31: 12 

I A32_EFER.LMA =  0 and CR0.PAE =  0 
(see Sect ion  8.2)  

N/ A N/ A 31: 22 31: 12 

*  No PTE is used for large-page t ranslat ions ( if PS is 1 in the PDE) ;  see Sect ion  6. 

†  For this paging m ode, these ent r ies are called PDPTRs and are all loaded together.   

  They are invalidated only as descr ibed in Sect ion  8.1. 

 

4 .3  Mult iple Cached Entr ies for  a  

Single Paging- Structure Entry 

Note that  mult iple cached ent r ies ( in the paging-st ructure caches or TLBs)  m ay contain 

inform at ion derived from  a single paging-st ructure ent ry.  The following item s give som e 

examples:  

• Suppose that  two PML4 ent r ies contain the same physical address and thus reference 

the same page-directory-pointer table.  Then any PDP in that  table may result  in two 

PDP-cache ent r ies, each associated with a different  set  of linear addresses.  Specifically, 

suppose that  the n1
th and n2

th ent r ies in the PML4 table contain the same physical 

address.  This implies that  the physical address in the m th PDP in the page-directory-

pointer table will appear in the PDP-cache ent r ies associated with both p1 and p2,  where 

(p1 » 9)  =  n1,  (p2 » 9)  =  n2,  and (p1 & 1FFH)  =  (p2 & 1FFH)  =  m .  This is because both 

PDP-cache ent r ies use the same PDP, one result ing from  a reference from  the n1
th PML4 

ent ry and one from  the n2
th PML4 ent ry. 

• Suppose that  the first  PML4 ent ry ( i.e., the one in posit ion 0)  contains the physical 

address X in CR3 ( the physical address of the PML4 table) .  This implies the following:  

o The PML4-cache ent ry associated with linear addresses with 0 in bits 47: 39 contains 

address X. 

o The PDP-cache ent ry associated with linear addresses with 0 in bits 47: 30 contains 

address X.  This is because the t ranslat ion for a linear address for which the value of 

bits 47: 30 is 0 uses the value of bits 47: 39 (0)  to locate a page-directory-pointer 

table at  address X ( the address of the PML4 table) .  I t  then uses the value of 

bits 38: 30 (also 0)  to find address X again and to store that  address in the PDP-

cache ent ry. 

o The PDE-cache ent ry associated with linear addresses with 0 in bits 47: 21 contains 

address X for sim ilar reasons. 

o The TLB ent ry for page num ber 0 ( i.e., associated with linear addresses with 0 in 

bits 47: 12)  t ranslates to page frame X » 12 for sim ilar reasons. 

The same PML4 ent ry cont r ibutes its address X to all these cache ent r ies because the 

self- referencing nature of the ent ry causes it  to be used as a PML4 ent ry, a PDP, a PDE, 

and a PTE. 
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As noted in Sect ion  3 and Sect ion  4, the processor m ay create ent r ies in the TLBs and the 

paging-st ructure caches when linear addresses are being t ranslated and may retain these 

ent r ies even after the paging st ructures used to create them  have been m odified.  To 

ensure that  address t ranslat ion uses the m odified paging st ructures, software should take 

act ion to invalidate any cached ent r ies that  m ay contain inform at ion that  has since been 

modified. 

5 .1  Operat ions that  I nvalidate TLBs 

and Paging- Structure Caches 

I t  is recommended that  software use the following inst ruct ions to invalidate ent r ies in the 

TLBs and the paging-st ructure caches:  

• I NVLPG.  This inst ruct ion takes a single operand, which is a linear address.  The 

inst ruct ion invalidates any TLB ent r ies for the page number of that  linear address 

including those for global pages (see Sect ion  7) .  I NVLPG also invalidates all ent r ies in 

all paging-st ructure caches regardless of the linear addresses to which they correspond. 

• MOV to CR3.  This inst ruct ion invalidates all TLB ent r ies except  those for global pages.  

I t  also invalidates all ent r ies in all paging-st ructure caches. 

• MOV to CR4.  I f this inst ruct ion modifies PGE (bit  7)  of CR4, it  invalidates all TLB ent r ies 

( including those for global pages)  and all ent r ies in all paging-st ructure caches. 

The processor is always free to invalidate addit ional ent r ies in the TLBs and paging-st ructure 

caches.  The following are some examples:  

• I NVLPG may invalidate TLB ent r ies for pages other than the one corresponding to its 

linear-address operand. 

• MOV to CR3 may invalidate TLB ent r ies for global pages. 

• On a processor support ing Hyper-Threading Technology, invalidat ions performed on one 

logical processor may invalidate ent r ies in the TLBs and paging-st ructure caches used by 

other logical processors. 

(Other inst ruct ions and operat ions may invalidate ent r ies in the TLBs and the paging-

st ructure caches, but  the inst ruct ions ident ified above are recommended.)  

I n addit ion to the inst ruct ions ident ified above, page faults invalidate ent r ies in the TLBs and 

paging-st ructure caches.  I n part icular, a page fault  result ing from  an at tem pt  to use a 

linear address will invalidate any PML4-cache, PDP-cache, and PDE-cache ent r ies that  would 

be used for that  linear address as well as any TLB ent ry for that  address’s page number.8  

These invalidat ions ensure that  the page fault  will not  recur ( if the fault ing inst ruct ion is re-

executed)  if it  would not  be caused by the contents of the paging st ructures in mem ory (and 

if,  therefore, it  resulted from cached ent r ies that  were not  invalidated after the paging 

                                          
8 Unlike I NVLPG, page faults need not  invalidate all ent r ies in the paging-st ructure caches, only those that  would be 

used to t ranslate the fault ing linear address. 
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st ructures were m odified in m em ory) . 

5 .2  Recom m ended I nvalidat ion 

The following items provide some recommendat ions regarding when software should 

perform  invalidat ions:  

• I f a PTE is m odified, software should execute I NVLPG for a linear address with a page 

num ber whose t ranslat ion uses that  PTE.  ( I f the PTE m ay be used in the t ranslat ion of 

different  page num bers, software should execute I NVLPG for linear addresses with each 

of those page numbers;  alternat ively, it  could use MOV to CR3 or MOV to CR4.)  

• I f a PML4 ent ry, a PDP, or a PDE is m odified, software m ay use one of the following 

approaches depending upon the types and number of t ranslat ions cont rolled by the 

modified ent ry:  

o Execute I NVLPG for linear addresses with each of the page numbers with valid 

t ranslat ions that  would use the ent ry.  However, if all page num bers that  would use 

the ent ry result  in invalid t ranslat ions (e.g., because all ent r ies in the paging 

st ructure referenced by the modified ent ry are marked “not  present ” ) , it  remains 

necessary to execute INVLPG at  least  once. 

o Execute MOV to CR3 if the modified ent ry cont rols no global pages. 

o Execute MOV to CR4 to m odify CR4.PGE. 

• I f the nature of the paging st ructures is such that  a single ent ry m ay be used for 

mult iple purposes (see Sect ion  4.3) , software should perform  invalidat ions for all of 

these purposes.  For example, if a single ent ry m ight  serve as both a PDE and PTE, it  

m ay be necessary to execute I NVLPG with two (or more)  linear addresses, one that  uses 

the ent ry as a PDE and one that  uses it  as a PTE.  (Alternat ively, software could use 

MOV to CR3 or MOV to CR4.)  

5 .3  Opt ional I nvalidat ion 

The following items describe cases in which software may choose not  to invalidate and the 

potent ial consequences of that  choice:  

• I f a paging-st ructure ent ry is m odified to t ransit ion the present  bit  from  0 to 1, no 

invalidat ion is necessary (assum ing that  an invalidat ion was performed the last  t ime the 

present  bit  was t ransit ioned from  1 to 0) .  This is because no TLB ent ry or paging-

st ructure cache ent ry will be created with informat ion from  a paging-st ructure ent ry that  

is m arked “not  present .”  

• I f a paging-st ructure ent ry is m odified to t ransit ion the accessed bit  from  0 to 1, no 

invalidat ion is necessary (assum ing that  an invalidat ion was performed the last  t ime the 

accessed bit  was t ransit ioned from  1 to 0) .  This is because no TLB ent ry or paging-

st ructure cache ent ry will be created with informat ion from  a paging-st ructure ent ry that  

is m arked “not  accessed.”  

• I f a paging-st ructure ent ry is m odified to t ransit ion the read/ write bit  from  0 to 1, failure 

to perform  an invalidat ion may result  in a “ spurious”  page fault  (e.g., in response to an 

at tem pt  to write to m em ory)  but  no other adverse behavior.  Such a page fault  will 

occur at  m ost  once for each affected linear address (see Sect ion  5.1) . 
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• I f a paging-st ructure ent ry is m odified to t ransit ion the user/ supervisor bit  from  0 to 1, 

failure to perform  an invalidat ion may result  in a “ spurious”  page fault  (e.g., in response 

to an at tempt  to access to m em ory while CPL =  3)  but  no other adverse behavior.  Such 

a page fault  will occur at  most  once for each affected linear address (see Sect ion  5.1) . 

• I f a paging-st ructure ent ry is m odified to t ransit ion the execute-disable bit  from  1 to 0, 

failure to perform  an invalidat ion may result  in a “ spurious”  page fault  (e.g., in response 

to an at tempt  to fetch inst ruct ions from  m em ory)  but  no other adverse behavior.  Such 

a page fault  will occur at  most  once for each affected linear address (see Sect ion  5.1) . 

• I f a paging-st ructure ent ry is m odified to t ransit ion the accessed bit  from  1 to 0, failure 

to perform  an invalidat ion may result  in the processor not  set t ing that  bit  in response to 

a subsequent  access to a linear address whose t ranslat ion may use the ent ry.  Software 

cannot  interpret  the bit  being clear as an indicat ion that  such an access has not  

occurred. 

• I f a PTE is m odified to t ransit ion the dir ty bit  from  1 to 0, failure to perform  an 

invalidat ion may result  in the processor not  set t ing that  bit  in response to a subsequent  

write to a linear address whose t ranslat ion m ay use the ent ry.  Software cannot  

interpret  the bit  being clear as an indicat ion that  such a write has not  occurred. 

Sect ion  4.3 describes situat ions in which a single paging-st ructure ent ry may contain 

informat ion cached in mult iple ent r ies in the paging-st ructure caches.  Because all ent r ies in 

these caches are invalidated by any execut ion of I NVLPG, it  is not  necessary to follow the 

modificat ion of such a paging-st ructure ent ry by execut ing I NVLPG mult iple t imes solely for 

the purpose of invalidat ing these mult iple cached ent r ies.  ( I t  may be necessary to do so to 

invalidate mult iple TLB ent r ies.)  

5 .4  Delayed I nvalidat ion 

Required invalidat ions may be delayed under some circumstances.  Software developers 

should understand that , between the m odificat ion of a paging-st ructure ent ry and execut ion 
of the invalidat ion inst ruct ion recommended in Sect ion  5.2, the processor may use 

t ranslat ions based on either the old value or the new value of the paging-st ructure ent ry.9 

I n som e cases, this funct ionality m ay not  affect  software adversely.  For example, when 

freeing a port ion of the linear-address space (by m arking paging-st ructure ent r ies “not  

present ) , invalidat ion using I NVLPG may be delayed if software does not  re-allocate that  

port ion of the linear-address space or the memory that  had been associated with it .    

However, because of speculat ive execut ion (or errant  software) , there may be accesses to 

the freed port ion of the linear-address space before the invalidat ions occur.  I n this case, 

the following can happen:  

• Reads can occur to the freed port ion of the linear-address space.  Therefore, invalidat ion 

should not  be delayed for an address range that  has read side effects. 

• The processor may retain TLB ent r ies and paging-st ructure ent r ies for an extended 

period of t ime.  Software should not  assume that  the processor will not  use ent r ies in 

the TLBs and paging-st ructure caches associated with a linear address simply because 

t im e has passed. 

                                          
9   Sect ion   6 explains that  even this behavior is not  guaranteed when the m odificat ion changes page size. 
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• As noted in Sect ion  4.1, the processor m ay create an ent ry in a paging-st ructure cache 

even if there are no t ranslat ions for any linear address that  m ight  use that  ent ry.  Thus, 

if software has m arked “not  present ”  all ent r ies in page table, the processor m ay 

subsequent ly create a PDE-cache ent ry for the PDE that  references that  page table 

(assum ing the PDE itself is marked “present ” ) .   

• I f software at tem pts to write to the freed port ion of the linear-address space, the 

processor m ight  not  generate a page fault .  (Such an at tempt  would likely be the result  

of a software error.)   For that  reason, the page frames previously associated with the 

freed port ion of the linear-address space should not  be reallocated for another purpose 

unt il the appropriate invalidat ions have been performed. 
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The paging mechanism  described in Sect ion  2.2 is for 4-KByte pages:   the page number is 

in bits 47: 12 of a linear address, and bits 11: 0 contain the offset  within the page.  The 

I ntel® 64 and I A-32 architectures also allow for large pages.  

When PS (bit  7)  is 1 in a PDE, the ent ry is not  used to reference a page table (with the 

physical address in bits 51: 12 of the ent ry)  but  instead to ident ify a 2-MByte large- page 

fram e  (with physical address in bits 51: 21 of the ent ry) ;  bits 20: 0 of the linear address 

determ ine the offset  within the large-page frame.10  I n addit ion, bit  6 of the PDE is used as 

a dir ty bit ,  just  as it  is for PTEs. 

When a PDE is used to ident ify a large page, it s t reatm ent  is m odified with respect  to the 

TLBs and the paging-st ructure caches:  

• No PDE-cache ent ry is created from  the PDE. 

• The processor may create TLB ent r ies from  the PDE. 

o Each large-page TLB ent ry contains a t ranslat ion from  a large- page num ber  

(bits 47: 21)  of a linear address using the ent ry to the large-page frame ident ified by 

the PDE.  Such t ranslat ions are called large- page t ranslat ions to dist inguish them  

from  the ordinary t ranslat ions used for 4-KByte pages. 

o Each large-page TLB ent ry includes read/ write, user/ supervisor, and execute-disable 

informat ion as do TLB ent r ies for ordinary t ranslat ions.  Large-page TLB ent r ies do 

not  include inform at ion from  a PTE, since no PTE is used to create large-page 

ent r ies. 

o Each large-page TLB ent ry includes the value of the dir ty bit  from  the PDE. 

o The processor may cache large-page TLB ent r ies in a st ructure or st ructures separate 

from  those used for ordinary t ranslat ions.  Alternat ively, it  m ay use the sam e 

physical st ructure both for PDE-cache ent ries and for TLB ent r ies for large pages. 

o I NVLPG invalidates any large-page TLB ent r ies associated with the large-page 

number from  the linear address in the inst ruct ion’s operand. 

o MOV to CR3 and MOV to CR4 invalidate large-page TLB ent r ies as they do other TLB 

ent r ies. 

The following items provide some recommendat ions regarding invalidat ion for large pages:  

• I f a PDE for a large page is m odified, software should execute I NVLPG for a linear 

address with large-page number whose t ranslat ion uses that  PDE.  ( I f the PDE may be 

used in the t ranslat ion of different  large page num bers, software should execute I NVLPG 

for linear addresses with each of those large page numbers;  alternat ively, it  could use 

MOV to CR3 or MOV to CR4.)  

• I f a PDE for a large page is m odified to t ransit ion the dir ty bit  from  1 to 0, failure to 

perform  an invalidat ion may result  in the processor not  set t ing that  bit  in response to a 

subsequent  write to a linear address whose t ranslat ion m ay use the ent ry.  Software 

cannot  interpret  the bit  being clear as an indicat ion that  such a write has not  occurred. 

Some processors may not  always use large-page t ranslat ions for large pages.  A processor 

may instead create one or more ordinary t ranslat ions for a large page.  Like other ordinary 

t ranslat ions, such a t ranslat ion would be associated with bits 47: 12 of the linear address 

(even though only bits 47: 21 are the large-page number;  bits 20: 12 are part  of the offset ) .  

                                          
10 At  this t im e, PS is defined only for PDEs;  it  is ignored in PML4 ent r ies and PDPs. 
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I n such a t ranslat ion, the high-order 27 bits of the page frame are derived from  the physical 

address in the PDE used to create the t ranslat ion, while the low-order 9 bits are bits 20: 12 

of the linear address of the access for which the t ranslat ion is created.  The processor 

dist inguishes ordinary t ranslat ions derived from  large pages from  those derived from  4-

KByte pages. 

There is no way for software to be aware that  ordinary t ranslat ions have been used for a 

large page.  I n addit ion, there is no need for software to perform  different  act ions in this 

case.  I n part icular, the I NVLPG inst ruct ion provides the same assurances that  it  provides 

when the linear address in its operand is associated with a large-page t ranslat ion.  I t  will 

invalidate all ordinary t ranslat ions derived from the large-page number in bits 47: 21 of the 

linear address in the inst ruct ion’s operand. 

I f future processors support  even larger pages by allowing PS to be set  in PDPs or in PML4 

ent r ies, the t reatm ent  of the affected paging-st ructure ent ries will be m odified in a m anner 

sim ilar to that  described above for PDEs. 

The TLBs may contain both ordinary and large-page t ranslat ions for a 4-KByte range of 

linear addresses.  This may occur if software m odifies the paging st ructures so that  the 

page size used for the address range changes.  I f the two t ranslat ions differ with respect  to 

page fram e or at t r ibutes (e.g., perm issions) , processor behavior is undefined and m ay be 

implementat ion-specific.11  The processor may use a page frame or at t r ibutes that  

correspond to neither t ranslat ion;  it  may improperly set  or fail to set  the dirty bit  in the 

appropriate paging-st ructure ent ry.12 

Such undefined behavior is problem at ic because prefetches and m em ory accesses that  are a 

result  of speculat ive execut ion may occur, using the affected range of linear addresses.  I t  is 

also problemat ic if software ( including the software m odifying the paging st ructures)  is 

accessing data or execut ing code in the affected range of linear addresses.  Software should 

not  write to a paging-st ructure ent ry in a way that  would change, for any linear address, 

both the page size and either the page fram e or at t r ibutes.  Software seeking to make such 

a change could instead use the following algorithm :   first  m ark the relevant  paging-

st ructure ent ry (e.g., PDE)  not  present ;  then invalidate any t ranslat ions for the affected 

linear addresses (see Sect ion  5.2) ;  and then modify the relevant  paging-st ructure ent ry to 

mark it  present  and establish t ranslat ion(s)  for the new page size. 

                                          
11 The m em ory type used for m em ory-cache cont rol is among the relevant  at t r ibutes.  A complete discussion of 

memory type is beyond the scope of this document .  See Chapter “Mem ory Cache Cont rol”  of the I ntel®  64 and 

I A-32 Architectures Software Developer’s Manual, Volum e 3A:  System  Program m ing Guide,  for details. 
12 This differs from  what  is stated in Sect ion   5.4 for the case in which a linear address is accessed between the 

modificat ion of a paging-st ructure ent ry and execut ion of the recom m ended invalidat ion inst ruct ion:   the 

processor will use a t ranslat ion based on either the old value or the new value of a m odified paging-st ructure 

ent ry.  That  applies only if the page size is not  changed. 
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The I ntel® 64 and I A-32 architectures also allow for global pages when PGE (bit  7)  is 1 in 

CR4.  When G (bit  8)  is 1 in a PTE, any TLB ent ry cached for a linear address using that  PTE 

is considered global.  The sam e is t rue for G in a PDE that  ident ifies a large page fram e 

( i.e., in which PS is 1) .13  (See Sect ion “Page-Directory and Page-Table Ent r ies”  of the 

I ntel®  64 and I A-32 Architectures Software Developer’s Manual, Volum e 3A:  System  

Programm ing Guide,  for m ore inform at ion about  global pages.)  

The following items detail the invalidat ion of global TLB ent r ies:  

• An execut ion of I NVLPG invalidates any TLB ent r ies for the page number of the linear 

address that  is its operand, even if the ent r ies are global. 

• An execut ion of the MOV to CR3 inst ruct ion may not  invalidate global TLB ent r ies. 

• An execut ion of the MOV to CR4 inst ruct ion that  t ransit ions CR4.PGE from  1 to 0 

invalidates all TLB ent r ies, including global TLB ent r ies.  This is because, after the 

inst ruct ion completes, there are no global TLB ent r ies (because CR4.PGE =  0) . 

• An execut ion of the MOV to CR4 inst ruct ion that  t ransit ions CR4.PGE from  0 to 1 

invalidates all TLB ent r ies.  Because CR4.PGE was 0 before the inst ruct ion executed, 

there were no global TLB ent r ies. 

The G bit  is used only in PTEs and in PDEs that  ident ify a large page fram e.  As noted 

earlier, informat ion from these ent r ies is cached only in the TLBs and not  in the paging-

st ructure caches.  Because of this, the global-page architecture does not  affect  the behavior 

of the paging-st ructure caches. 

                                          
13 G is not  used for PML4 ent r ies or PDPs.  I t  is also not  used for PDEs that  do not  ident ify a large page fram e ( i.e., 

in which PS is 0) .  The processor ignores the value of the bit  in all of these ent r ies. 
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Sect ion  2.2 provided the details of paging for a processor that  is in I A-32e mode ( for which 

I A32_EFER.LMA =  1) .  The t reatment  of other paging modes is sim ilar.  Some details are 

given in the following sect ions. 

8 .1  3 2 - Bit  Paging w ith PAE 

I f I A32_EFER.LMA =  0 and CR4.PAE =  1, paging t ranslates 32-bit  linear addresses to 36-bit  

physical addresses.  The following item s describe how paging in this mode operates 

different ly from  that  described in Sect ion  2.2 for I A-32e mode:  

• CR3 contains the 32-bit  physical address of the page-directory-pointer table, which 

contains 4 8-byte (64-bit )  ent r ies, called PDPTRs.  

• each of the following bit s m ust  be 0 in each PDPTR:  

o Bit  63.  I n IA-32e m ode, this is a PDP’s execute-disable bit . I f I A32_EFER.LMA =  0 

and CR4.PAE =  1, the processor uses only the PDE and the PTE to determ ine 

whether software can fetch inst ruct ions from  memory using a linear address. 

o Bits 8: 6.  I n I A-32e mode, the processor ignores these bits in a PDP. 

o Bit  5.  I n I A-32e m ode, this is a PDP’s accessed bit .  The processor does not  set  

accessed bits in the PDPTRs. 

o Bit  2.  I n I A-32e m ode, this is a PDP’s user/ supervisor bit .  I f I A32_EFER.LMA =  0 

and CR4.PAE =  1, the processor uses only the PDE and the PTE to determ ine 

whether software running at  CPL =  3 can access a memory using a linear address. 

o Bit  1.  I n I A-32e m ode, this is a PDP’s read/ write bit . I f I A32_EFER.LMA =  0 and 

CR4.PAE =  1, the processor uses only the PDE and the PTE to determ ine whether 

software running at  CPL =  3 can write to m em ory using a linear address. 

• Bits 31: 30 of the linear address select  a PDPTR. 

• The PDPTR contains the 36-bit  physical address of a page directory. 

• Bits 29: 21 of the linear address select  a PDE. 

• I f PS is 1 in the PDE, the ent ry contains the 36-bit  physical address of a 2-MByte page 

frame (bits 31: 21 of the linear address are the large-page number) . 

• I f PS is 0 in the PDE, the ent ry contains the 36-bit  physical address of a page table. 

• Bits 20: 12 of the linear address select  a PTE. 

• The PTE contain the 36-bit  physical address of the page frame. 

• Bits 31: 12 of the linear address are the page number. 

The following items describe how operat ion of the paging-st ructure caches differs in this 

m ode from  that  described in Sect ion  4 and Sect ion  5:  

• The processor does not  maintain a PDP cache as described in Sect ion  4.  The processor 

always caches inform at ion from  the four page-directory-pointer- table ent r ies.  These 

ent r ies are not  cached at  the t ime of address t ranslat ion.  I nstead, they are always 

cached as part  of the execut ion of the following inst ruct ions:  

o A MOV to CR3 that  occurs with I A32_EFER.LMA =  0 and CR4.PAE =  1. 

o A MOV to CR4 that  results in CR4.PAE =  1, that  occurs with I A32_EFER.LMA =  0 and 

CR0.PG =  1, and that  m odifies at  least  one of CR4.PAE, CR4.PGE, and CR4.PSE. 

o A MOV to CR0 that  m odifies CR0.PG and that  occurs with I A32_EFER.LMA =  0 and 

CR4.PAE =  1. 



 

 

3 0  TLBs, Paging- Structure Caches, and Their  I nvalidat ion 

  

These inst ruct ions fault  if they would load a PDPTR that  sets any of the bits that  must  be 

0 (see above) .  These cached ent r ies are not  m odified by any other operat ions.14  I n 

part icular, execut ions of I NVLPG do not  affect  these cached ent r ies. 

• The processor may use a PDE cache.  Each PDE-cache ent ry is referenced by an 11-bit  

value and is used for linear addresses for which bits 31: 21 have that  value.  Ent r ies in 
the PDE cache are invalidated as described in Sect ion  5.1. 

8 .2  3 2 - Bit  Paging w ithout  PAE 

I f I A32_EFER.LMA =  CR4.PAE =  0, paging t ranslates 32-bit  linear addresses.  Ordinary 

t ranslat ions are to 32-bit  physical addresses.  Large pages are 4 Mbytes in size and can be 

used only if CR4.PSE =  1.  ( I f CR4.PAE =  CR4.PSE =  0, the processor ignores PS in the 

PDEs and performs no reserved-bit  checking of paging-st ructure ent r ies.)   Large-page 

t ranslat ions are to 36-bit  physical addresses unless CPUI D.01H.EDX.PSE-36[ bit  17]  =  0, in 

which case they are to 32-bit  physical addresses. 

The following items detail the differences between operat ion in this mode and that  in I A-32e 

mode:  

• Each page directory and page table comprises 1024 32-bit  ent r ies. 

• No ent r ies have execute-disable bits;  the processor behaves as if all execute-disable bits 

were 0. 

• CR3 contains the 32-bit  physical address of the page directory. 

• Bits 31: 22 of the linear address select  a PDE. 

• I f PS is 0 in the PDE, the following apply:  

• The PDE contains the high 20 bits of the 32-bit  physical address of a page table. 

• Bits 21: 12 of the linear address select  a PTE. 

• The 4-KByte page frame has a 32-bit  address ident ified by bits 31: 12 of the PTE. 

• Bits 11: 0 of the linear address are the offset  of the access within the page frame;  

thus, bits 31: 12 of the linear address are the page num ber. 

• I f PS is 1 in the PDE, the following apply:  

• I f CPUI D.01H.EDX.PSE-36[ bit  17]  =  0, the 4-MByte page frame has the 32-bit  

address ident ified by bits 31: 22 of the PDE. 

• I f CPUI D.01H.EDX.PSE-36[ bit  17]  =  1, the 4-MByte large-page frame has the 36-bit  

address ident ified by 14 bits in the PDE:  

• The high-order 4 bits are bits 16: 13 of the PDE. 

• The low-order 10 bits are bits 31: 22 of the PDE. 

• Bits 21: 0 of the linear address are the offset  of the access within the large-page 

frame;  thus, bits 31: 22 of the linear address are the large-page number. 

I n this paging mode, the processor may use a PDE cache.  Each PDE-cache ent ry is 

referenced by a 10-bit  value and is used for linear addresses for which bits 31: 22 have that  
value.  Ent r ies in the PDE cache are invalidated as described in Sect ion  5. 

 

                                          
14 As noted in Sect ion  1, this applicat ion note does not  comprehend task switches and VMX t ransit ions. 
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As noted in Sect ion  5, software that  m odifies a paging-st ructure ent ry m ay need to 

invalidate ent r ies in the TLBs and paging-st ructure caches that  were derived from  the 

m odified ent ry before it  was m odified.  I n a system  containing m ore than one logical 

processor, software must  account  for the fact  that  there may be ent r ies in the TLBs and 

paging-st ructure caches of logical processors other than the one used to modify the paging-

st ructure ent ry.  The process of propagat ing the changes to a paging-st ructure ent ry is 

commonly referred to as “TLB shootdown.”  

TLB shootdown can be done using m em ory-based semaphores and/ or interprocessor 

interrupts ( I PI ) .  The following items describe a simple but  inefficient  example of a TLB 

shootdown algorithm  for processors support ing the I ntel® 64 and I A-32 architectures:  

1. Begin barr ier:   Stop all but  one logical processor;  that  is, cause all but  one to execute 

the HLT inst ruct ion or to enter a spin loop. 

2. Allow the act ive logical processor to change the necessary paging-st ructure ent r ies. 

3. Allow all logical processors to perform  invalidat ions appropriate to the modificat ions to 

the paging-st ructure ent r ies. 

4. Allow all logical processors to resume normal operat ion. 

Alternat ive, performance-opt im ized, TLB shootdown algorithms may be developed;  

however, software developers m ust  take care to ensure that  the following condit ions are 

m et :  

• All logical processors that  are using the paging st ructures that  are being modified must  

part icipate and perform  appropriate invalidat ions after the m odificat ions are m ade.  

• I f the modificat ions to the paging-st ructure ent r ies are m ade before the barr ier or there 

is no barr ier, the operat ing system must  ensure one of the following:  (1)  that  the 

affected linear-address range is not  used between the t im e of m odificat ion and the t im e 

of invalidat ion;  or (2)  that  it  is prepared to deal with the consequences of the affected 

linear-address range being used during that  period.  For example, if the operat ing 

system  does not  allow pages being freed to be reallocated for another purpose unt il after 

the required invalidat ions, writes to those pages by errant  software will not  

unexpectedly m odify mem ory that  is in use. 

• Software must  be prepared to deal with reads, code fetches, and prefetch requests to 

the affected linear-address range that  are a result  of speculat ive execut ion that  would 

never actually occur in the executed code path. 

When mult iple logical processors are using the same linear-address space at  the same t ime, 

they must  coordinate before any request  to m odify the paging-st ructure ent r ies that  cont rol 

that  linear-address space.  I n these cases, the barr ier in the TLB shootdown rout ine may not  

be required.  For example, when freeing a range of linear addresses, some other 

mechanism can assure no logical processor is using that  range before the request  to free it  

is made.  I n this case, a logical processor freeing the range can m ark as “not  present ”  the 

PTEs associated with the range, free the physical page fram es associated with the range, 
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and then signal the other logical processors using that  linear-address space to perform  the 

necessary invalidat ions.   All the affected logical processors must  complete their 

invalidat ions before the linear-address range and the physical page frames previously 

associated with that  range can be reallocated. 
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This sect ion describes an alternat ive behavior of the I NVLPG inst ruct ion.  Any processor 

support ing this behavior would report  it  through CPUID in a m anner to be determ ined.  The 

processor would not  exhibit  the new behavior (and would thus cont inue to exhibit  the 
behavior described in Sect ion  5.1)  unless the alternat ive were explicit ly enabled by software 

in a m anner to be determ ined. 

The behavior of I NVLPG described in Sect ion  5.1 t reats the TLBs and the paging-st ructure 

caches different ly:  

• The inst ruct ion is required to invalidate only those TLB ent r ies corresponding to the page 

number of the linear address in the inst ruct ion’s operand. 

• The inst ruct ion is required to invalidate all ent r ies in all paging-st ructure caches 

regardless of whether they corresponding to the linear address in the inst ruct ion’s 

operand. 

Because performance may be enhanced when ent r ies in the paging-st ructure caches are 

retained longer, it  may be advantageous to invalidate only those ent ries corresponding to 

the linear address in the operand to I NVLPG.  Future processors may do so as follows ( in 

place of the behavior described above) :  

• I n I A-32e m ode:  

o I nvalidate any PML4-cache ent ry associated with the value of bits 47: 39 in the linear 

address in the inst ruct ion’s operand. 

o I nvalidate any PDP-cache ent ry associated with the value of bits 47: 30 in the linear 

address in the inst ruct ion’s operand. 

o I nvalidate any PDE-cache ent ry associated with the value of bits 47: 21 in the linear 

address in the inst ruct ion’s operand. 

• Outside I A-32e m ode with CR4.PAE =  1:   I nvalidate any PDE-cache ent ry associated 

with the value of bits 31: 21 in the inst ruct ion’s operand. 

• Outside I A-32e m ode with CR4.PAE =  0:   I nvalidate any PDE-cache ent ry associated 

with the value of bits 31: 22 in the inst ruct ion’s operand. 

( I n all cases, the processor may invalidate more ent r ies than required.)  

While this more select ive invalidat ion may improve performance, software enabling it  should 

ensure that  it  does not  rely on the broader invalidat ion provided by exist ing processors.  

Specifically,  it  may be necessary to execute I NVLPG mult iple t imes following the 

m odificat ion of a single paging-st ructure ent ry if informat ion from that  ent ry may be cached 
in mult iple ent r ies in the paging-st ructure caches (see Sect ion  4.3) . 
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