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Introduction

Information technology plays a critical role in business success. Investment in technology can
increase productivity. It can provide access to new markets—for example, via the Internet. So
understanding information technology and how it can serve your business is important.

You also need to understand the cost of the technology that your business relies on and
how to make the best use of it. Today, one of your potential technology choices is free and
open source software, or FOSS, which does not require license fees or maintenance charges
and represents a serious and cost-effective alternative to commercial software.

This book is designed to guide the small business entrepreneur into the world of free and
open source software. We will show you how to use open source software and how it brings
low-cost and first-class information technology within reach of all businesses, even the small-
est startups. The book explains how to install and configure open source software and how to
tap into the global community that creates and supports FOSS.

From providing a basic file server for the office to setting up a web server, building your
own IT systems puts you in control of your business. Whether you want to manage your own
systems or just understand them better so you know what your support professionals are
doing, this book is for you.

Linux and Free and Open Source Software

Linux is one of the most famous pieces of FOSS software. Linux, also sometimes called GNU/
Linux, is a computer operating system, like Microsoft Windows or Apple Mac OS X. Unlike
these other operating systems, Linux is free. Linux users also have the freedom to contribute
to its development because the software source code is open and accessible to study and mod-
ification. In addition to this, Linux users are also free to share this software with others.

Linux was originally developed by Finnish programmer Linus Torvalds. First released in
1991, it has since grown to encompass an army of developers, tens of thousands of applica-
tions and tools, and millions of users.

Linux, however, is no longer just in the realm of the hobbyist enthusiast. Linux servers
now run mission-critical applications in establishments like banks, manufacturing companies,
and government organizations, and form the backbone of many media and Internet-based
concerns.

What makes Linux different? Well, Linux is built with a collaborative development model.
Linux, and the software that runs on it, is created by volunteers and by the employees of com-
panies, governments, and organizations from all over the world. Some of the biggest companies
in the world develop and use open source software including IBM, HP, Oracle, and Sun. Whole
organizations have also built and developed products and support infrastructure around Linux
and open source software.



INTRODUCTION

Many of the principles behind FOSS are derived from the scientific principles of transpar-
ency. The openness and transparency of the code and development process means that open
source software is not only contributed to by a variety of people but also audited at all levels.
The free and open source community treats software just like any other information and
believes people have the right to have full control over that information. You should be free to
share it with anyone you wish in much the same way you are free to share recipes with your
neighbors.

None of this impacts the day-to-day reality of running your business, but it is the philoso-
phy that means FOSS exists. The practical reality of open source software is the freedom to
run a huge variety of software in your business and modify or customize it for your own needs.
Your information technology needs will grow as your business grows, and the real strength of
FOSS lies in its scalability. You don’t need to buy new licenses for every new machine you buy
for a new staff member or for every additional CPU core in a server.

Note Some people get confused between software and operating systems. An operating system s a col-
lection of programs that controls how the computer operates. It knows how to talk to a printer or to another
computer and to write information to your hard drive. Red Hat Enterprise Linux or Microsoft Windows Server
2007 are examples of operating systems. In comparison, software or application software can be something
like a word processor or web browser. It requires the underlying operating system to function but performs
some separate function. You can run a computer operating system without any software, but you cannot run
a computer without any operating system.

WHAT DO YOU MEAN BY FREE?

FOSS software is free software for which the source code is available and is subject to one of a series of
licenses. These licenses mandate that the software be freely available and not sold as a commercial product.
The most commonly used license is the GNU General Public License (GPL). The GPL gives people who receive
a copy of GPL-licensed software permission to reproduce, change, or distribute the work as long as any
resulting copies or changes are also bound by the same GPL licensing scheme or with terms no more restric-
tive than those of the original license. An example of GPL-licensed software is the Firefox web browser.

Other open source licenses include LGPL, or GNU Lesser General Public License, Apache License, MIT
license, and Artistic License. Most of the time though, you won’t need to care about licenses and, more
important, you won’t need to pay for licenses!

There are some excellent references on FOSS licensing, but one of the best is an article by Mark
Webbink, Senior Vice President and General Counsel of Red Hat, Inc., that is available at http: //www.
groklaw.net/article.php?story=20031231092027900. You can also find a mostly complete list of
licenses and an explanation of their terms and conditions at the Free Software Foundation (FSF) website—
http://www.fsf.org/licensing/licenses/.

XXi



Xxii INTRODUCTION

Why Do You Need a Linux Server?

There are lots of good reasons to install a Linux server. Linux has all the features of similar
commercial operating systems like the Microsoft Windows Server platform. For example:

Customer care

Free and open source software can help you communicate more effectively with your
customers and be more responsive to their needs. After all, it is the quality of the rela-
tionships with your customers that really drives your business forward. E-mail has
become the lifeblood of small business communication. FOSS lets you access features
usually reserved for companies running mainframe mail servers and integrated com-
munication suites. Productivity and database tools will help you professionally interact
with colleagues, suppliers, and customers, and build and maintain those critical con-
tacts more effectively.

Business efficiency

Having your own Linux server will help you to secure your computer network, keep

it up and running, and protect your critical business information, like accounts and
intellectual property. Spending less time and money on technology issues frees you to
spend more time focusing on your business and your employee’s productivity.

Secure and stable

Choosing Linux guarantees you have access to the most up-to-date software to keep
your desktops and servers current with the latest versions and security patches,
enhancing the safety and reliability of your network. There is no need to pay extra or
upgrade to get full functionality software or access new features.

Nimble and responsive

From a development point of view, you can be at the edge of technological innovation.
You are able to participate in leading development projects and help design systems
that are right for your organization. From embedded devices to mainframes, Linux has
the software you can use. You are not tied to the release cycle of some other organiza-
tion, which means you are in control of your business and its future direction.

Freedom to grow

Access premium business software without paying for premium software licenses. This
gives you the freedom to redirect licensing fees for software into customized services to
meet the needs of your business or new hardware that delivers functionality you may
not have otherwise been able to afford. Free and open source software will save you
money and offer you unlimited flexibility and scalability for future growth.



INTRODUCTION

What Does This Book Expect You to Know?

Well, most importantly, you don’t need to know anything about Linux! We’ll teach you every-
thing you need to know about installing and configuring Linux servers and the applications
that run on them.

In writing this book, we’ve assumed you know a little about computing. We’ve assumed
you have

¢ Some familiarity with Microsoft Windows and its concepts

e Some exposure to networking including concepts like IP addresses

Note Wnere possible, we’ve tried to direct you to links and resources that will help you extend your
knowledge or provide more information on a particular topic.

What You Will Learn in This Book

This book is not about running your business; it is about running the computer systems that
will support your business by helping you manage the information flow that is unique to your
enterprise.

E-mail, web, and file servers as well as desktop computers and printers are essential tools
for business. Open source software gives small businesses the opportunity to turn these tools
into an efficient business system, not just a jumble of techno-tools.

Each chapter in this book looks at a different component or tool that will allow you to
manage and support the technology in your business.

Part 1: The Beginning

In this part, we will teach you the Linux basics: how to install, how to configure, and how to
manage Linux systems.

Chapter 1

We'll introduce you to some Linux distributions and how to choose an appropriate one for
your needs.

Chapter 2

We take you through installing Linux, using two commonly used distributions, Red Hat Enter-
prise Linux and Ubuntu Server.

Chapter 3

This is a general guide to interacting with a Linux server and the basics of how to use Linux.
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Chapter 4

You'll learn about users and groups and how to create, delete, and manage them.

Chapter 5

You'll learn about starting and stopping your server and managing the services and applica-
tions you're going to run on it.

Chapter 6

We'll explain networking with Linux including IP addressing and using a firewall to secure
your Linux servers.

Chapter 7

You'll gain an understanding of packages, packaging, and package management. You'll under-
stand how to install, manage, and remove software on your Linux server.

Chapter 8

You'll learn about disks, storage, and how to use and manage a variety of storage configura-
tions including RAID on your Linux server.

Part 2: Making It Work for You

In this part, we’ll show you how to put your newly gained knowledge to use by installing and
configuring the services needed to run your business. We’ll also show you how to keep them in
optimum condition and how to automate system management and deployment.

Chapter 9

This chapter introduces many of the “plumbing” concepts like DHCP, DNS, and NTP that will
tie together your Linux-based environment.

Chapter 10

We’ll show you how to run your own mail server, manage mail boxes for your organization,
allow remote access to e-mail, and protect your organization from spam and viruses.

Chapter 11

In this chapter, we demonstrate how to run your own web server, configure the useful MySQL
database engine, and install and manage your own web applications.

Chapter 12

We'll teach you how to do file sharing and print serving with Linux—services that are compati-
ble and can be used with Microsoft Windows servers and desktops! Included is an introduction
to a free document management system that rivals Microsoft’s SharePoint application.
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Chapter 13

Using simple tools, we’ll show you how to back up and recover your Linux servers and protect
your organization’s data from a disaster. This includes a backup server that is freely available,
robust, and flexible enough to back up servers on your whole network.

Chapter 14

We'll introduce you to the concept of the virtual private network (VPN), which allows you to
securely connect together remote users and remote offices across the Internet, via dial-up or
across private links. With Linux, you can build VPNs without expensive products like Cisco
ASAs or commercial firewall products.

Chapter 15

Microsoft Exchange, Novell GroupWise, and similar collaboration tools are becoming more
and more important for sharing and managing information. We’ll introduce you to a free and
open source equivalent that will allow your users to collaborate and manage information in
your environment.

Chapter 16

In this chapter, you'll learn about directory services and protocols that allow you to store and
provide user information to other tools to authenticate users or provide address books and
directories. This serves as a free alternative to Microsoft’s Active Directory services.

Chapter 17

We’ll show you how to manage the performance and capacity of your Linux servers and how to
ensure they run efficiently and perform well.

Chapter 18

You'll learn about logging and log data, a useful source of information to manage your servers,
and how to use simple monitoring tools that can notify you when something stops working or
goes wrong.

Chapter 19

In this chapter, you'll learn how to quickly, easily, and automatically install servers, including
servers and desktops, and how to use tools to automatically configure and manage them.

Chapter 20

Last, we’ll introduce you to Linux virtualization: a free, cheap, and “green” way to deploy vir-
tual servers.
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Downloading the Code

The source code for this book is available to readers at http://www.apress.comin the Down-
loads section of this book’s home page. Please feel free to visit the Apress website and
download all the code there. You can also check for errata and find related titles from Apress.

Contacting the Authors

James Turnbull:
info@james-turnbull.net
http://www.james-turnbull.net

Dennis Matotek:
book@ownenergy.net.au
http://www.ownenergy.net.au

Peter Lieverdink:
apress@cafuego.net
http://cafuego.net
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CHAPTER 1

Introducing Linux

By James Turnbull, Peter Lieverdink, Dennis Matotek

You’ve decided to run your business on free and open source (FOSS) infrastructure? Congrat-
ulations and welcome to the world of Linux and open source software! This chapter will take
you through the first steps into implementing that infrastructure. We cover choosing a plat-
form or distribution, choosing appropriate and supported hardware, and finding the software
you need. We also provide you with the location of some resources to help you support your
Linux environment. Then, in Chapter 2, we’ll show you how to install your first Linux hosts.

Linux Distributions

What is a Linux distribution? Well, in simple terms it is a collection of applications, packages,
management, and features that run on top of the Linux kernel. The kernel is what all distribu-
tions have in common (it is sometimes customized by the distribution maintainers), but at
their core they all run Linux.

Note So what’s a kernel, you ask? Don’t panic, we’ll fill you in. The kernel is the core of all computer
operating systems and is usually the layer that allows the operating system to interact with the hardware in
your computer. The kernel contains software that allows you to make use of your hard disk drives, network
cards, RAM, and other hardware components. In the Linux world, the kernel is based on code originally
developed by Linux’s founder, Finnish developer Linus Torvalds. The kernel is now maintained by a com-
munity of open source developers, and changes go through a software life-cycle process. Your distribution
will come with a version of that kernel, and like Windows or other operating systems it can be updated and
upgraded to provide new features or fix bugs.

The world of Linux distributions may at first seem a little confusing. You are probably think-
ing, “If they are all ‘Linux,” why are there so many different names, and which do I choose?” You
may have heard names like Red Hat, Fedora, Debian, and the more oddly titled Ubuntu (it’s
a Zulu word that loosely translates as “humanity toward others”!). In this section, we’ll explain
what a distribution is, describe the ways in which they differ, and suggest some strategies for
selecting the right distribution for you.
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Distributions differ in several ways, and three of the most important are

e Purpose
¢ Configuration and packaging

¢ Support model

First, different distributions are often designed for different purposes and provide differ-
ent user experiences. Some distributions are designed as servers, others as desktops, and some
are designed to perform particular functions, for example, as embedded systems. The major-
ity of Linux installations still tend to be servers. While more Linux desktops are appearing, the
numbers do not yet challenge Windows and Apple OS X dominancy of the desktop market.

The second major difference between distributions is in their configuration. While some
distributions keep all their configuration settings and files in the same locations, others vary this.
Additionally, the process of installing and updating applications (which are usually installed by
a package) is not consistent across distributions. Many distributions use different application
installation and management tools (generally called package management tools). This can be
confusing and can make administration difficult if you have an environment with differing dis-
tributions. In Chapter 19, we’ll talk about configuration management tools and how to overcome
these sorts of issues.

The third difference is that distributions also have differing support models. Some, like
Debian, CentOS, and Fedora, are maintained by a community of volunteers. Others, like Red
Hat Enterprise Linux and Ubuntu, are maintained and supported by a commercial vendor.
The software is still open source, but you can pay for support and maintenance. Most com-
mercial Linux vendors support themselves through the sale of maintenance and support
services.

Let’s look at some of the available choices; this won’t be a comprehensive list, but we’ll
cover most of the major popular distributions and then present some reasons for selecting
particular platforms. We’ll also group together some of the like distributions, particularly
focusing on distributions derived from two major distributions: Red Hat and Ubuntu (itself
a derivation from the Debian distribution).

Note So how can one distribution be “derived” from another distribution? Well, open source software
means that the source code is available to developers. Developers can pick and choose the features they
want in a distribution and potentially create their own distribution. Many of the major distributions appeared
because a developer or group of developers decided to create their own version of another distribution. These
new derivations often have their own branding and features. Some remain close to the parent distribution,
and others follow their own path.

Red Hat Enterprise Linux

Red Hat Enterprise Linux (http://www.redhat.com/rhel/) is a popular commercially supported
Linux platform. It comes in a number of versions, the two most common being Red Hat Enter-
prise Linux (also known as RHEL) and Red Hat Enterprise Linux Advanced Platform (RHELAP).
The major difference between the versions is the number of CPUs supported, with RHEL sup-
porting up to two CPUs and RHELAP supporting an unlimited number.
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Red Hat platforms are commonly used by corporate organizations as server platforms
due to the dedicated support and service levels available from the vendor. Red Hat, and most
distributions based on it, make use of the Red Hat Package Management (RPM) packaging
system.

At the time of writing, RHEL costs start at approximately US$350 dollars a year for basic
support and range up to US$1,300 dollars for premium support. Its more advanced cousin,
RHELAP, ranges in cost from US$1,500 to US$2,500 per year depending on the level of support
desired. These costs provide you with technical support and any needed patches or updates to
the distribution.

Red Hat used to be run by a community of volunteers too until the distribution became so
important to the technical infrastructure of commercial organizations that people were happy
to pay for guaranteed support. Their original volunteer community still lives on as the Fedora
Project.

CentOS

CentOS (http://www.centos.org/) is a derivation of the Red Hat Enterprise Linux platform.
Based on the same source code, it is available at no charge (and without Red Hat’s support).
People who wish to make use of the Red Hat platform and its stability without paying for addi-
tional support commonly use it. It employs the same packaging system, RPM, and many of the
same administration tools as the Red Hat product.

The Fedora Project

The Fedora Project (http://fedoraproject.org/) is a distribution jointly run by the community
and Red Hat. It is a derivative of Red Hat Enterprise Linux and provides a forward development
platform for the product. Sponsored by Red Hat, Fedora is a testing ground for many of Red
Hat’s new features. As a result, it is occasionally considered by some to be too edgy for com-
mercial use. Many of the features introduced in Fedora often make their way into the new
RHEL releases. Fedora also makes use of RPM packages and many of the same administration
tools used by RHEL.

Debian Linux

The Debian Linux distribution (http://www.debian.org) is a free community-developed and
community-managed distribution with a diverse and active group of developers and users. It
was started in 1993 and built around a social contract (http://www.debian.org/social_contract).
The Debian distribution strives toward freedom, openness, and maintaining a focus on deliv-
ering what users want.

The Debian distribution is well known for the dpkg packaging system and the availability
of nearly 23,000 applications and tools for the distribution.

Ubuntu

Initiated by South African technologist and entrepreneur Mark Shuttleworth, the Ubuntu
operating system (http://www.ubuntu.com/) is free and based on the Debian Linux platform.
It is community developed, and upgrades are released on a six-month cycle. Commercial
support is also available from its coordinating organization, Canonical, as well as third-party



CHAPTER 1 INTRODUCING LINUX

support providers. It comes in different flavors to be used as desktops or servers. Some pundits
believe the ubiquitous nature and stability of Ubuntu heralds the increased use of Linux as

a desktop platform. Many people consider Ubuntu one of the easiest Linux platforms to use
and understand, and much of its development is aimed at ease of use and good user experience.
Ubuntu makes use of Debian’s packaging system and a number of its administration tools.

Gentoo

The Gentoo distribution (http://www.gentoo.org/) is another community-developed platform.
It is notable because it provides the option to compile the entire distribution from source code
on your hardware. This allows you to customize every option to suit your particular hardware
combination but can take a considerable time to complete. Gentoo can also be installed in

a precompiled form for those with less technical skill who don’t wish to compile everything.
Gentoo is also well known for its frequent use as a platform for MythTV, an open source media
center application similar to Microsoft Media Center. Gentoo makes use of a packaging system
unique to the platform called Portage.

Tip You can learn about the myriad of distributions available in the Linux world at DistroWatch (http://
distrowatch.com/).

So Which Distribution Should You Choose?

Selecting a particular distribution should be based on your organization’s budget, skills, and
requirements. Our broad recommendation, though, is that you choose either a Red Hat—derived
distribution or Ubuntu (a Debian-based distribution) or Debian. All of these are well supported
by the organizations and communities that maintain them.

Tip Online you'll find a useful automated quiz for selecting an appropriate Linux distribution avail-
able at http://www.zegeniestudios.net/1ldc/index.php and an article on the topic at http://
wiki.linuxquestions.org/wiki/Choosing a Linux_distribution.

With the exception of Red Hat Enterprise Linux, which requires a support contract to
receive updates and patches, all of the distributions we’ve discussed are available free of
charge. You can download and install them without having to pay a license fee.

Note You can get the Red Hat Enterprise Linux software for free and install it without having to pay
a license—only trouble is you will not be able to get any updates without a support agreement, which can
leave you with a buggy and insecure host.
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Several of the distributions we’ve discussed have commercial support, and if your techni-
cal skills are not strong, it is worth considering such a distribution, such as Red Hat Enterprise
Linux or Ubuntu (with support provided by Canonical, their coordinating company). You
should also remember that technical support may be available from a local provider. For
example, a number of IT companies and systems integrators provide Linux support, and there
are frequently small-to-medium companies in the IT support business that could also provide
relevant support services.

Tip You can find a listing of local support providers for Ubuntu Linux via Ubuntu Marketplace at http://
webapps.ubuntu.com/marketplace/.

If you don’t wish to pay for the third-party or vendor-provided commercial technical sup-
port, you might want to choose from a number of distributions that are noted for their large
active communities where you can find support and assistance. Ubuntu support resources in
particular have grown in recent years due to the many newcomers to Linux who have adopted
that distribution.

Lastly, don’t discount your own personal experience. Explore the distributions yourself.
Try out LiveCDs, install a few of the distributions, and get a feel for the various administration
tools and interfaces. Your own feelings about which distribution suits you and is the easiest for
you to work with shouldn’t be underestimated.

So Which Distributions Does This Book Cover?

As we have discussed, two popular choices are Red Hat, or derivatives like CentOS and Fedora,
and Ubuntu and other related distributions. We’ve chosen to cover a Red Hat—derived distribu-
tion and Ubuntu, a Debian-derived distribution. We've chosen these because they represent
good examples of the two major families of distributions. They also allow us to demonstrate the
major configuration options and styles, package management tools, and associated adminis-
trative techniques used by a broad swathe of the available Linux distributions.

Specifically, this book covers the material needed to implement applications and tools on

¢ Red Hat Enterprise Linux or a Red Hat-based distribution like CentOS or Fedora

e Ubuntu or other Debian-based distributions

When providing specific examples, we’ve chosen to demonstrate using Red Hat Enterprise
Linux 5 and Ubuntu LTS Server version 8.04.

Note LTS is an abbreviation for “long term support.” The Ubuntu project updates its server and desktop
releases every six months. The Ubuntu project guarantees that an LTS release will be supported, for exam-
ple, bugs fixed and security issues patched, for a period of five years after its release.




CHAPTER 1 INTRODUCING LINUX

Each chapter will provide examples of configuration for each distribution and document
any differences between the distributions such as the location of configuration files or the
names of packages.

Picking Hardware

Detailed analysis on choosing appropriate hardware is beyond the scope of this book. We gen-
erally recommend you purchase hardware with sufficient reliability and support to meet your
organization’s requirements. If you need to rely on your infrastructure 24/7/365 and require high
levels of availability, you should purchase hardware with redundant features, such as backup
power supplies. You should also purchase appropriate support capabilities such as spare parts
and onsite, phone, or online support.

Note Another option is to purchase a dedicated or virtual server from a service provider like Rackspace
(http://www.rackspace.com) or Linode (http://www.linode.com). Companies like these provide Linux
servers hosted on the Internet with a variety of configurations and distributions available. You usually pay
a monthly or yearly rental charge. You can then remotely connect to your server to install or configure it.
Some companies also provide already installed and preconfigured hosts for a variety of purposes. We’ll also
look at using hosted and virtual services in Chapter 20.

Supported Hardware

In addition to purchasing the right hardware, you should take into account some important
selection and performance considerations. The most important consideration is that not all
hardware is supported by the Linux operating system. While rare, some hardware compo-
nents (for example, some wireless network cards) lack drivers and support on some or all
Linux platforms.

You should confirm that whatever hardware you purchase is supported by the distribu-
tion you have selected. Most distributions have Hardware Compatibility Lists (HCLs) you can
use to verify your hardware is supported. Here are some of the currently maintained HCL sites:

e https://hardware.redhat.com/ (relevant for Red Hat, CentOS, and Fedora)
e https://wiki.ubuntu.com/HardwareSupport/ (Ubuntu)
e http://kmuto.jp/debian/hcl/wiki/ (Debian, but also relevant for Ubuntu)

e http://www.linuxquestions.org/hcl/index.php (generic listing)

There are also many large-scale hardware vendors that provide systems with OEM Linux
software. You can choose from companies such as Dell, HP, and IBM to provide hardware
guaranteed to work with a specified list of supported Linux distributions.



CHAPTER 1 INTRODUCING LINUX

Note We'll discuss a variety of specific performance issues in later chapters when we look at particular
applications and tools.

Getting the Software

Where do you start with installing your first host? First, you need to get a copy of the software
you require. There are a number of ways to acquire the base operating system software. Some
distributions sell CD-ROMs and DVDs, and others offer ISO images to download (and some do
both!). Other distributions also offer installation via network or the Internet.

Note We'll look at processes for automated, network-based provisioning of servers in Chapter 19.

Here is a list of some of the sites where you can get CD-ROMs and DVDs:

e http://www.ubuntu.com/GetUbuntu/

e http://www.debian.org/distrib/

e http://www.centos.org/modules/tinycontent/index.php?id=15
* http://www.gentoo.org/main/en/mirrors2.xml

e https://www.redhat.com/apps/download/

e http://fedoraproject.org/get-fedora

Once you have downloaded the required software, you can burn an ISO to CDs or a DVD.
The following URLs describe how to burn ISO files onto CDs and DVDs:

e http://pcsupport.about.com/od/toolsofthetrade/ht/burnisofile.htm
e http://www.petri.co.il/how to write iso files to cd.htm

e https://help.ubuntu.com/community/BurningIsoHowto

Or if you already have media available, you can just get started with your installation in
Chapter 2.

Getting Support

Finding help and support for your Linux distribution varies greatly d