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INTRODUCTION

elcome to Microsoft Windows PowerShell Programming for the Absolute Beginner.

Windows PowerShell is a next-generation command shell for Microsoft

operating systems. A command shell or shell is a text-based interface that
sits between the user and the operating system, which most people loosely refer
to as the command prompt. In the case of the Windows PowerShell, the shell is
both a user interface and a new scripting language, both of which have been
redesigned from the ground up to facilitate the secure administration of Windows
operating systems.

The goal of this book is to teach you everything you need to know in order to
begin developing your own Windows PowerShell scripts. This will, of course,
include learning how to interact with the Windows PowerShell command line. It
will also involve learning a little about Microsoft’s .NET Framework. At the same
time, you learn how to work with other Windows technologies, such as the
Windows registry, as you learn how to become a PowerShell programmer.

WHY WINDOWS POWERSHELL SCRIPTING?

Windows PowerShell is a next-generation command shell developed by Microsoft
to run on its latest generation of Windows operating systems. As a shell, you
interact with Windows PowerShell from the command line. One of the things
that makes the PowerShell different from cmd.exe, the previous Windows com-
mand shell, is that PowerShell has been redesigned as an object-based environ-
ment that is tightly integrated with Microsoft’s .NET Framework. As such, the
PowerShell is far more powerful and advanced than its predecessor. At the same
time, Microsoft worked hard to make Windows PowerShell backward compatible.
The Windows shell will accept and process the same commands as the previous
Windows shell, thus preserving any knowledge and experience you may already
bring with you while also introducing you to a whole new set of capabilities.

Microsoft provides the Windows PowerShell as a free add-on to Windows operat-
ing systems. Its new scripting language has been designed from the ground up to
support object-based programming, thus providing systems administrators and
computer hobbyists with a tool for automating just about any Windows activity.
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Windows PowerShell makes for a great starter language for first-time programmers and hob-
byists. Professional programmers will also benefit from this new scripting technology,
which provides more robust and powerful scripting capabilities than that provided by any
other Windows scripting language. You will find that more often than not, you can develop
scripts to automate a given task much more quickly and efficiently using the Windows
PowerShell than can be done using other scripting languages, thus saving valuable time and
freeing you up to move on to tackle other tasks.

In short, whether you are interested in learning your first programming language or are
looking for an introduction to PowerShell scripting that teaches you how to develop Power-
Shell scripts with which you can leverage your existing knowledge of .NET programming,
this book should serve you well. If Windows is your operating system of choice, Windows
PowerShell scripting provides you with access to a scripting environment that is unmatched
by other scripting languages. In addition, learning Windows PowerShell scripting will pro-
vide you with a programming background from which you can then make the jump to other
.NET programming languages.

This book will teach you Windows PowerShell scripting. To help make learning fun and
interesting, you will learn how to program through the development of computer games. By
the time you have finished this book, not only will you have access to a collection of work-
ing sample scripts, but you also will have laid a foundation upon which you can move on
and begin to tackle real-world challenges.

WHoO SHouLD READ THIs Book?

My goals in writing this book are to show you how to interact with the Windows PowerShell,
to teach you the fundamentals of how to develop and execute PowerShell scripts, and to help
you become an effective programmer. I do not make any assumptions regarding your previ-
ous programming experience, although prior programming experience is obviously helpful.
I do, however, expect you to have a working familiarity with Windows.

I think that you will find this book’s unique approach of teaching through the development
of computer games both entertaining and highly productive. Learning through the creation
of computer games not only helps keep things fun but it also provides a unique opportunity
to experiment with a programming language.

If you are a first-time programmer or a computer hobbyist, you should find this book’s sys-
tematic building block approach to programming very helpful, allowing you to master basic
fundamentals before moving on to more advanced topics. By investing your time and energy
in learning how to program using Windows PowerShell scripting, you will develop a pro-
gramming foundation that translates well to other scripting languages such as VBScript,
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JavaScript, Python, and Perl, as well as .NET programming languages such as C#, C++, and
Visual Basic. Professional programmers will also benefit from this book by using it as a
quick start guide to PowerShell scripting.

WHAT You NEED TO BEGIN

In order to work with Windows PowerShell, your computer must run one of the following
operating systems.

e Windows XP
e Windows Server 2003

¢ Windows Vista

When writing this book, I worked on a computer running Windows XP. Therefore, all of the
figures and examples that you will see were generated on that particular operating system.
However, everything you see should apply to Windows Server 2003 and Windows Vista as well.

In addition to running a supported operating system, your computer must also have
Microsoft .NET Framework version 2.0 or higher installed. As of the writing of this book,
Windows PowerShell was a free download provided by Microsoft and could be downloaded
and installed from the Microsoft PowerShell website located at

www.microsoft.com/windowsserver2003/technologies/management/powershell/default.mspx.

If necessary, you can get the latest version of .NET by going to msdn.microsoft.com/
netframework|.

Beyond a supported version of Windows, .NET 2.0, and a copy of Windows PowerShell, you
do not need anything else to get started or to perform all the exercises outlined in this book.
Of course, you will need a text editor of some type with which you will create and save
PowerShell script files. For starters, you can user the Windows Notepad application. However,
you may find it beneficial to download and install a code editor that is specifically designed
to support PowerShell script development. If you skip ahead to Appendix B, “What Next?,”
you will find information about two such applications, both of which were free as of the
time of this writing.

How THis Book Is ORGANIZED

As Isat down and designed the overall structure of this book, I did so with the intention that
it be read from cover to cover. However, if you have prior programming experience, you may
instead choose to read this book by going through the first two chapters in order to learn a
few specifics about working with Windows PowerShell. You might then jump around a bit to
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different chapters based on your specific needs and experience. However, Windows PowerShell
comes equipped with an entirely new programming language. As such, it is probably a good
idea that you spend some time reading Chapters 4 through 7, which cover the basics of the
Windows PowerShell scripting language.

Windows PowerShell Programming for the Absolute Beginner is organized into four parts. Part I is
made up of three chapters that focus on providing you with an introduction to the Power-
Shell and its capabilities. These chapters outline the basic steps involved in interacting with
the PowerShell command prompt and in creating and executing PowerShell scripts, and
they provide an overview of object-based scripting and the PowerShell’s relationship with
the .NET Framework.

The second part consists of four chapters, which together provide you with a review of the
PowerShell scripting language. Each chapter focuses on a different collection of topics. You
will learn how to store and retrieve data. You will also learn how to implement conditional
logic and to set up loops in order to automate repetitive tasks and process large collections
of data. Lastly, you will learn how to improve the overall organization of your PowerShell
scripts using functions.

The third part is made up of three chapters, each of which covers an advanced topic. These
topics include learning how to work with files and folders, developing PowerShell scripts to
automate system administration tasks, and learning how to track down and debug errors.

Finally, The fourth part consists of two appendices and a glossary. The appendices address
the material that you will find on this book’s companion website as well as provide you with
suggestions on where you can go online to learn more about Windows PowerShell. Lastly,
the glossary provides access to a comprehensive list of terms used throughout the book.

A detailed review of the information provided by each chapter of this book is provided here.

* Chapter 1, “Introducing Windows PowerShell.” This chapter provides you with an
introductory overview of the Windows PowerShell. You will learn about the different
technologies that make up and support Windows PowerShell, including object-oriented
programming and the .NET Framework. You will also learn how to start the PowerShell
and to interact with it using commands and cmdlets. In addition, you will learn how
to configure the PowerShell to run scripts and to develop and execute your first
PowerShell script.

e Chapter 2, “Interacting with the Windows PowerShell Command Line.” This chapter
provides a thorough review of how to interact with the Windows PowerShell command
line and how to work with its built-in cmdlets. You will also learn to access help
information and to formulate command input.
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Chapter 3, “Object-Based Scripting with .NET.” Windows PowerShell requires .NET
in order to execute. This chapter provides an overview of .NET and its relationship to
Windows PowerShell. You will learn about the .NET class library and how to work
with structured objects.

Chapter 4, “Working with Variables, Arrays, and Hashes.” This chapter’s primary
focus is to show you different ways that you can store and retrieve data. This will
include learning how to define and access variables, arrays, and hashes. You will also
learn how to work with PowerShell’s special variables.

Chapter 5, “Implementing Conditional Logic.” In this chapter you will learn how
to apply conditional logic in order to analyze data and selectively choose between
different logical execution paths. You will learn how to evaluate strings, numbers,
and Boolean data.

Chapter 6, “Using Loops to Process Data.” This chapter shows you how to create
loops in order to efficiently execute commands over and over again, thus facilitating
the processing of large amounts of data. You will also learn how to conditionally
break out of loops when predetermined conditions occur.

Chapter 7, “Organizing Scripts Using Functions.” This chapter introduces you to
functions and explains how to use them to improve the overall organization and
readability of your PowerShell script files. This includes learning how to call on
functions for execution as well as how to pass arguments to functions for processing
and to set up functions to return data back to calling statements.

Chapter 8, “Working with Files and Folders.” This chapter will teach you how to
interact with and control files, folders, and disks. You will learn how to open and
close files and to read and write information to and from them.

Chapter 9, “Basic System Administration.” The primary focus of this chapter is to
demonstrate how to develop PowerShell scripts that automate various system admin-
istration tasks, such as how to access system information and network resources. In
addition, you will learn how to interact with the Windows registry.

Chapter 10, “Debugging PowerShell Scripts.” This chapter focuses on teaching you
how to track down and fix any error that may occur as you work on your PowerShell
scripts. The topics covered include how to trap and recover from errors, how to pause
script execution by establishing breakpoints, and how to trace script execution using
debug mode.

Appendix A, “What'’s on the Companion Website?” This appendix provides a review of
the materials that can be found on this book’s companion website (www.courseptr.com/
downloads). This material includes copies of all the PowerShell game scripts covered
in this book.
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¢ Appendix B, “What Next?” This appendix is designed to provide you with suggestions
and tips for furthering your Windows PowerShell scripting education. It includes
suggestions for additional reading and points you to various PowerShell resources
available on the Internet, including PowerShell IDEs, user groups, and blogs.

* Glossary. This unit provides a glossary of terms used throughout the book.

CONVENTIONS USED IN THIS BookK

In order to help you get the most out of this book and to help organize the material in an
efficient and comprehensive manner, I have implemented a number of conventions that
will help with the overall organization and presentation of this book’s material. These con-
ventions are outlined below.

HINT. Suggestions and ideas for different ways things can be done in order
to help you become a better and more efficient Windows PowerShell
programmer.

TRAP. Situations where mistakes and errors often are made and advice on

how to deal with these situations.

TRICK. Tips, tricks, and programming shortcuts that you can use to work
faster and more efficiently.

IN THE REAL WORLD

Explanations and demonstrations of how certain programming techniques are applied to solve
specific real-world problems.

CHALLENGES

At the end of each chapter, you will learn how to create a new computer game. | will
then present you with a series of suggestions to follow up on in order to further
enhance and improve both the chapter game project and your programming skills.




Part
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Windows PowerShell
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(cHAPTER)

INTRODUCING
WINDOWS POWERSHELL

indows PowerShell is a next-generation command shell that runs on

Windows XP, Windows 2003, and Windows Vista. As a command shell,

PowerShell provides a command-line interface that administrators and
computer hobbyists can use to directly interact with and control the Windows
operating system. PowerShell also includes its own scripting language that has
been custom designed to interact with Microsoft’s .NET Framework and to take
advantage of the resources that .NET provides. In this chapter, I will introduce
you to PowerShell and PowerShell scripting. This will include learning how to
install and configure the shell as well as how to use it to execute commands and
run your first PowerShell script. By the end of this chapter, you will have created
your first PowerShell script game and have a good understanding of the steps
involved in working with PowerShell and creating and executing PowerShell scripts.

Specifically, you will learn:

» A little bit about PowerShell’s history
* How to install PowerShell and configure it to run scripts
» About the basic components that make up PowerShell

¢ About cmdlets and how to use them to formulate commands and
script statements

* How to get help regarding different PowerShell commands
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PROJECT PREVIEW: THE KNocK KNocK JOKE GAME

In this chapter and in each chapter that follows, you will learn how to create a computer
game using Windows PowerShell scripting. In this first game, you will create a script that
tells several knock knock jokes. The script is designed to interact with the user by prompt-
ing the user to enter input at appropriate moments.

The game begins by clearing the screen and then displaying a prompt that says Knock Knock!,
as shown in Figure 1.1.

& Windows PowerShell

The Knock Knock

Joke game begins

by prompting the
user to guess
who is there.

As a response, the user is expected to enter the string Who is there?, exactly as shown in
Figure 1.2.

& Windows PowerShell
[Knock Knook?: Who is thorc?

The user must
respond by typing
the string Who
is there?.
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If the user types anything other than Who is there?, the script will continue to prompt the
user until he responds correctly, as demonstrated in Figure 1.3.

& Windows PowerShell

If necessary, the
game will
continue to
prompt the user
to respond
correctly.

Once the user provides the correct response, the game responds with an answer of “Orange.”
In response, the player is required to enter the string Orange who?, as demonstrated in
Figure 1.4.

& Windows PowerShell IEE

Orangc.: Orangc who? -

The player is
required to
respond
Orange who?.

Next, the script displays the joke’s punch line, as shown in Figure 1.5.
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X Windows PowerShell
Orangc you glad you crcated thiz Powecrfhcll zcript?

Finally, the joke’s
punch line is
displayed.

The game displays the punch line for five seconds before clearing the screen and starting
the process of telling another joke. In total, the game tells three jokes, pausing for five sec-
onds at the end of each joke to display a punch line. Finally, once the last joke has been told,
the information shown in Figure 1.6 is displayed for three seconds, after which the screen
is cleared and the PowerShell command is redisplayed.

X Windows PowerShell IEH
hc Enock Enock Joke -

iCopyright 2886 — Jerry Lee Ford, Je.

The script ends
by displaying
information about
itself and its
author.

Now that you have had a quick preview of the operation of the Knock Knock Joke game, let’s
spend a little time learning more about PowerShell and PowerShell scripting. After this, we’ll
turn our attention back to the development of the game script at the end of the chapter.
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GETTING TO KNow WINDOWS POWERSHELL

Most operating systems’ command shells consist of a small number of internal commands,
which the shell runs internally when executed. Because the number of commands provided
by traditional shells is limited, large numbers of utility programs (or external commands)
are later developed to supplement built-in shell commands in order to provide missing func-
tionality. These utility programs run outside of the shell, generating their own processes.
These utility programs may or may not support a command syntax that is similar to that of
its associated command shell. The end result is a command line and shell scripting envi-
ronment that is inconsistent and difficult to learn due to syntax inconsistencies.

Throughout this book, the terms Windows PowerShell and PowerShell are used
interchangeably.

Enter the Windows PowerShell, which provides access to well over one hundred commands
in the form of cmdlets, each of which shares a common syntax, making the command line
and scripting environment far more predictable and easy to learn. When developing Win-
dows PowerShell, one of Microsoft’s goals was to make the learning curve for PowerShell as
easy as possible. Therefore, it incorporated as many cmd.exe and UNIX shell features as it
could into Windows PowerShell.

Windows PowerShell has many other features that further differentiate it from traditional
command shells. These features include:

* A Ct#-styled syntax

* Access to over one hundred cmdlets providing access to .NET Framework classes

» Support for regular expressions

* A provider model that provides Windows PowerShell with access to hierarchical
repositories including the Windows file system and the Windows registry

* The ability to shorten commands and script statements by supplying abbreviated
forms of keywords

A Little History Lesson

Going all the way back to the first version of Windows, every version of Windows has
included a command shell. The original command-line shell was named Command.com.
When Windows NT was released, Microsoft added cmd.exe as the operating system’s new
command shell. cmd.exe remained the Windows command shell when both Windows
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2000 and Windows XP were released. As much of an improvement as cmd.exe was over
Command.com, it never provided the kind of comprehensive access to the Windows operat-
ing systems that, for example, UNIX and Linux users and administrators are accustomed to.

Windows has successfully made the leap from the Windows desktop to become a major
player in corporate data centers all around the world. However, its lack of a world-class shell
has plagued Windows administrators. When Microsoft released the Windows Script Host, or
WSH, in 1998, things improved significantly. Using the WSH, Windows administrators could
develop automation scripts using either VBScript or JScript. Later, third-party developers
released WSH-compatible scripting languages that included Perl, Rexx, and Python. Still,
when compared to UNIX, command-line access has continued to remain a major deficiency
for Windows.

By creating Windows PowerShell and providing it with an entirely new scripting language,
capable of accessing resources provided by the .NET Framework, Microsoft has provided
Windows users and administrators with access to a command shell that now has access to
resources formerly only available to GUI-based programming languages like Visual Basic .NET.

Integration with .NET

Unlike traditional command shells, which manipulate text, Windows PowerShell treats
everything as objects. An object is a self-contained resource that stores information about
itself in properties and provides program code, in the form of methods, that can be used to
interact with it. For example, a file is an object. So is a disk drive and a folder.

All objects are derived from a class that defines the object and its properties and methods.
An object’s properties describe particular features of the object. For example, a file has a
name, a file extension, and a file size, among many other properties. Objects also have built-
in collections of code, referred to as methods, which can be programmatically called upon to
access and interact with objects. For example, files can be opened, read from, written to,
closed, and deleted.

The .NET Framework provides the Windows PowerShell with access to a huge library of
classes. The .NET Framework class library is a hierarchical collection of classes that defines
the data type of objects that can be instantiated using the classes as templates. Within the
framework, classes are often based on other classes, creating parent and child relationships.
A child class (or subclass) inherits base object definitions from its parent class and includes
its own modifications. These classes and subclasses are made available to the PowerShell in
the form of cmdlets, which are built-in commands that provide access to specific system
resources.
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Classes, objects, properties, and methods can be difficult for new programmers
to understand. To help make them easier to understand, consider the following
analogy: A car manufacturer might have a library of blueprints (class library)
which are used in the making of new cars. An individual blueprint (class) defines
everything required to create a new type of car (object).

Individual cars are created or instantiated based on the blueprint. For example,
a car company might have a master set of blueprints for building a particular
model of a car. Using this one blueprint (class), the car company can create
(instantiate) as many new cars (objects) as it wishes. By default, each car pro-
duced using the same class has the same set of properties and methods. Each
car that is created from the same blueprint inherits a predefined set of attribut-
es (properties). For example, every car has a color. By modifying the value of its
color property, each car or object can be given a different color.

If the car company wants, it can pay an engineer to create a new set of blue-
prints for a new car, using the other set of blueprints as a starting point. As a
result, the new set of blueprints would represent a subclass of the parent class
and any new cars created from the new set of blueprints, though similar to cars
created by the parent class, would have their own unique subset of shared
properties and methods.

A basic understanding of objects is essential for any Windows PowerShell programmer
because the PowerShell interacts with objects in just about everything it does. As such,
Windows PowerShell scripting is often referred to as an object-based scripting language. It
is called an object-based scripting language because, unlike object-oriented programming
languages, PowerShell programmers typically work with objects that have already been cre-
ated as opposed to defining and creating entirely new objects themselves. That is not to say
that a PowerShell programmer cannot create new objects; it is just not something that is
commonly needed.

PowerShell Versus cmd.exe

On the surface there are many similarities between cmd.exe and the PowerShell. As far as
everyday tasks go, you should be able to use the PowerShell in place of cmd.exe. However,
under the covers, PowerShell is many times more advanced than its predecessor. As has
already been stated, PowerShell has direct access to resources provided by the .NET Frame-
work and a brand new scripting language specifically designed to support interaction with
.NET resources via cmdlets.

Another difference between the manner in which cmd.exe and PowerShell execute is the
manner in which data is passed between commands. Both shells support the use of pipes to
move data between commands. However, the type of data moved is completely different.
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A pipe is a logical connection between two commands that supports the
passage of one command’s output to another command where it is received
as input.

With cmd.exe, data is passed as text. Unfortunately, the output of one command often does
not come back in a format required by the second command. As such, shell script program-
mers typically have to add additional programming logic to their scripts to reformat one
command’s output into a format the other command can accept. Window PowerShell uses
an object pipeline that allows the receiving cmdlets to access properties and methods of
objects generated by other cmdlets. With object piping, the programmer is relieved of the
responsibility of formatting object data, significantly simplifying the scripting process.

Table 1.1 lists a number of additional key differences between cmd.exe and PowerShell. As
you can see, Windows PowerShell boasts many key improvements, which you will learn
more about as you work your way through this book.

. Key WINDOWS SHELL DIFFERENCES

Feature cmd.exe PowerShell
Regular Expressions No Yes
Exception Handling No Yes
Array Support No Yes
Functions No Yes
Script Signing No Yes
Tab Completion Limited Yes
- J

INSTALLING AND CONFIGURING WINDOWS POWERSHELL

In order to install Windows PowerShell, your computer must meet the following require-
ments.

¢ Your computer must be running Windows XP, Windows 2003, or Windows Vista

e Microsoft .NET Framework must be installed
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As of the writing of this book, Windows PowerShell was a free download provided by
Microsoft and could be downloaded and installed from the Microsoft PowerShell website, located
at http://www.microsoft.com/windowsserver2003/technologies/management/powershell/
default.mspx

Windows PowerShell downloads as a self-extracting executable that you can install by double-
clicking on it. If your computer is not already running version 2.0 or higher of the .NET
Framework, you must download and install it before you can install and run Windows
PowerShell. If you attempt to install Windows PowerShell without .NET installed, you will
see a popup dialog message instructing you to install it and the Windows PowerShell instal-
lation process will stop.

If necessary, you can get .NET by going to http://msdn.microsoft.com/netframework and
downloading it. Once .NET has been installed, you can install Windows PowerShell. The
install of PowerShell does not take long and ends with the addition of the Windows Power-
Shell group on the All Programs menu, as demonstrated in Figure 1.7.

rﬁ Windows PowerShell 1.0 '@ Getting Started
'@ Quick Reference

S

Determinin
& '@ User Guide

whether to trust

scripts provided EY Windows PowerShel
by Microsoft.

Although Microsoft markets the Windows PowerShell as a secure environment for both
command-line execution and scripting, the addition of a new shell and scripting language
opens up the potential for exploitation by hackers. As such, Microsoft forces you to explic-
itly decide whether you trust Microsoft as a publisher of PowerShell scripts. Your choices are

* [D] Do not run

* [R] Run once

* [A] Always run

* [?] Help
Responding by entering A and pressing the Enter key allows you to run PowerShell scripts
developed by Microsoft. Another security feature implemented by Microsoft is the inability

to run scripts by double-clicking on them from the Windows desktop. Microsoft also forces
you to make one more decision before you can start running PowerShell script files on your


http://www.microsoft.com/windowsserver2003/technologies/management/powershell/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/management/powershell/default.mspx
http://msdn.microsoft.com/netframework
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computer by establishing an execution policy that permits PowerShell scripts to run at one
of three security levels, as outlined below.

e Allsigned. Only permits scripts that have a trusted signature to execute on your
computer.

* Remotesigned. Permits PowerShell scripts downloaded from the web to run only if
they are from a trusted source.

¢ Unrestricted. Allows any PowerShell script to run on your computer.

Before PowerShell will allow you to run your first PowerShell script, you will need to set one
of Windows PowerShell’s execution policy settings. For example, to allow any PowerShell
script to run on your computer, you would enter the following command at the PowerShell
command prompt.

Set-Executionpolicy Unrestricted

Your choice of what execution policy to set should be based on your scripting
needs and security requirements. If you decide later that you want to change
your Windows PowerShell execution policy, you may do so at any time by
re-executing the Set-Executionpolicy command and passing it one of the
options listed above.

INTERACTING WITH THE POWERSHELL COMMAND PROMPT

The Windows PowerShell provides programmers with access to well over 100 cmdlets
(pronounced command-lets), each of which is a .NET class that provides access to specific
system resources. Like traditional command shells, the Windows PowerShell uses pipelines
to pass data between cmdlets; however, instead of passing data as text, data is passed as
objects. The inherent advantages of this approach include:

* When accessed from the command line, data is returned and displayed as text
¢ When data is passed from cmdlet to cmdlet, it is passed as objects or structured data

¢ Data passed between cmdlets is automatically converted into any format that is
appropriate based on the current situation

Cmdlets also share access to a universal set of options. These options provide you with the
ability to specify how errors are handled as well as to run cmdlets using a -WHATIF option
that lets you see the effect that a command would have without actually making any
changes. Cmdlets also support a -CONFIRM option that allows you to prompt the user for
approval before execution within scripts.
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Windows PowerShell cmdlets use a naming syntax that consists of verb-noun pairs. The verb
is always on the left-hand side and is separated from the noun by a hyphen. The verb
describes the action that is to take place and the noun identifies the target to be acted upon.
Nouns are specified in a singular form. For example, the Get-* verb is a universal verb used
to retrieve resources such as objects and properties. Using the Get-* verb and the Property
noun, you could, for example, retrieve information about a given object’s properties (e.g.,
Get-Property).

By combining the Get-* verb with the Help noun, you can execute the Get-Help cmdlet to get
help on any cmdlet. For example, Figure 1.8 demonstrates how to use the Get-Help cmdlet,
which retrieves information about other cmdlets, to get information about the Read-Host
cmdlet.

¥ Windows PowerShell
PE C=%> Get—Help Read-Host

Rcads a linc of input from the console.

YNTAR
Read-Hozt [[-prompt] <{Object>] [-acSecureftringl [{CommonParameterz>]

DETAILED DESCRIFTION
Read=z a line nf input from the consnle. Can he n=zed toa prompt for input From
ure ctrings.

ELATED LINKS
Get—Host
Out—Hozt
Clcar—Host
Write—Host
ConvertFrom—SecureString

G
Por morc information, typc: “get—hclp Recad-Host —detailed".
For technical infurmation, Lype: "gel—help Read-Host —full™.
Examining help
information about
the Read-Host
cmdlet.

Starting a New PowerShell Session

To start a new Windows PowerShell session, select on Start > All Programs > Windows
PowerShell. A new Windows command console is opened and the Windows PowerShell com-
mand prompt is displayed, as demonstrated in Figure 1.9.

Executing PowerShell Cmdlets

You interact with the PowerShell by submitting commands at the command prompt, which
typically looks something like PS C:\>, as demonstrated in Figure 1.10. PS is simply an abbre-
viation for PowerShell. C:\ represents the current working directory, and the > character



Windows PowerShell Programming for the Absolute Beginner

indicates that PowerShell is ready to receive input. You enter commands for PowerShell to
process by typing them in and pressing Enter. What happens next depends on the command
you entered. By default, any command you type is processed and any output is returned as
text, as demonstrated in Figure 1.10.

indows PowerShell

Windows PowcrEhcll
pyright <C> 2886 Hicrvseft Corpuration. All righis reserved.

C:\Documents and Settings\Owner> _

Access to the
PowerShell is
provided via

the Windows
command
console.
& Windows PowerShell
PE C:\TextFiles? Cet—Childltem
Directory: Microsoft.PowerShell.Core\FileSustem::C:\TextFiles
LastWriteTime Length Hame
971272006 = 159 Customer Names txt
9.-18.72886 = Files.txt
2122886 z T0 DO List.txt
9122886 : Uendor Accounts.txt
9/12/72086 = 6723 Mork Notes
(Fioume 1) aoE | ik
9122886 z Vork Hotcs
97122886 : Work Hotes
The Get-
Ch] '| d-l tem PE C- \TextFiles>

cmdlet displays
the contents of
the current
working directory.

The command executed in Figure 1.10 is the Get-Childitem cmdlet, which retrieves the con-
tents of a folder. Since a path was not specified, the current working directory was used. In
order to help users and administrators make the transition to working with Windows
PowerShell as easy as possible, Microsoft has developed a collection of cmdlet aliases that
can be used in place of actual cmdlet names. Within the Windows PowerShell, an alias is a
link to a particular cmdlet. In many cases, Microsoft has created multiple aliases for a given
cmdlet. For example, since a user or administrator may find it difficult at first to remember
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to use Get-Childitem in order to display the contents of a folder, Microsoft has created an
alias of dir for this cmdlet. You can therefore type dir in place of Get-Childitem and you
receive the same exact results, as demonstrated in Figure 1.11.

dows PowerShell
PE C:“\TextFiles> dir

Directory: Microsoft.PowerShell.Core\FileSustem::C:\TextFiles

co. . LastWriteTime Length Hame
diris an alias siniienont
f 91272006 9: 159 Coztomer Hames _txt
or the 9182086 2- Filec.txt
o s 2.,12,2086 : TO DO List.txt
Get-Childitem g 3 i tl‘gngo'rhnccnunéi.gtzm
. - P tes — a5 -txt
cmdlet provided : : Uork Notes — B1-12-2887_ twxt
. : Vork Notcs — B1-23-28@7.txt
to help Windows : Work Hotes — 82-81-2887.Lxt

users and
administrators
make the switch
from cmd.exe to
the Windows
PowerShell.

o . 0

Recognizing that not everybody is an experienced Windows user or administrator, Microsoft
has also created an alias of 1s for the Get-Childitem cmdlet in order to help smooth the tran-
sition to Windows PowerShell for users and administrators with a Linux or UNIX back-
ground. As Figure 1.12 shows, entering 1s at the PowerShell command prompt results in the
exact same results as the previous two examples.

& Windows PowerShell x|

PE C:“\TextFiles> l=

Directory: Microsoft.PowerShell.Core\FileSustem::C:\TextFiles

s LastWriteTime Length Hame

. . 91272006 = 159 Customer Names txt
1s is an alias : Files.txt
3 T0 DO List.txt
for the g % £8s tl‘gngor“nnccounég.txt
. . z tes o,
Get-Childitem . =3 Vork Notes
cmdlet provided ﬁ:? ﬁf:f

to help Linux and
UNIX users and
administrators
make the switch
to the Windows
PowerShell.

Window PowerShell provides access to over 100 cmdlets, most of which have
at least one alias. You will find a complete list of Windows PowerShell cmdlets
in Chapter 3, “Object-Based Scripting with .NET”.
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Other Types of Commands

It is important that I do not leave you with the impression that the only types of commands
that you can run from the Windows PowerShell command prompt are cmdlets. In fact, you
can run any executable file. One way to locate executable files is by using the Get-Command
cmdlet as demonstrated below.

Get-Command *.exe

In response, PowerShell will display a listing of all the executable files it can find. If you
examine this list you will probably see a number of executable files that you are already
familiar with. For example, you could start the Notepad application by typing notepad and
pressing Enter at the PowerShell command prompt.

A Short PowerShell Workout

The best way to become familiar with Windows PowerShell is to begin working with it. In
this section, you will get the chance to do just that. Specifically, I will provide you with a
series of command-line examples that will give you a feel for the types of cmdlets supported
by Windows PowerShell as well as the overall syntax involved in executing them.

For starters, let’s execute a command that provides a list of all active processes currently
running on the computer. This can be accomplished using the Get-Process cmdlet as
demonstrated by the following.

PS C:\Get-Process

Handles NPM(K) PM(K) WS (K) YM(M) CPU(s) Id ProcessName
17 2 540 1396 25 0.03 27784 AcroTray
78 3 1948 2024 33 0.20 27212 ALCXMNTR
103 5 1132 2464 32 0.05 2020 alg

305 8 2992 1228 60 2.08 27840 BackWeb-137903
987 4 2128 396 34 225.42 28156 CFD

529 6 1636 3468 26 40.89 536 csrss

527 14 15732 24388 103 147.00 27920 explorer
91 3 1076 3244 35 0.56 1160 FINDFAST
94 3 872 2348 35 0.11 28436 hpgs2wnd
91 3 868 2228 35 0.09 28356 hpgs2wnf
78 3 1140 2540 35 0.69 27332 hpotddol
61 2 912 2316 31 0.17 28184 HpgCmon
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13 1 380 1120 17 0.03 28100 hpsysdrv
17 2 496 1448 24 0.03 27312 hpwuSchd
43 2 504 1208 15 0.08 1324 HPZipml2
0 0 0 16 0 0 Idle

6613 2 904 1324 17 0.16 1880 OPXPApp
357 11 28860 28288 151 3.97 30076 powershell
104 3 896 136 34 0.09 29704 realsched
300 7 2004 3700 36 7.75 608 services

21 1 164 340 4 0.06 472 sm